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Abstract. Quantum cryptography — quantum key distribution
(QKD) — was one of the first fields of study of quantum infor-
mation theory. It reached a mature scientific level and has been
implemented in commercial systems for secure quantum com-
munications. The key distribution problem is the central issue of
symmetric cryptography. Quantum cryptography solves this
problem on the basis of the fundamental laws of nature: the
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principles of quantum mechanics. Quantum key distribution is
essentially matching two independent random sequences on the
transmitting and receiving sides by exchanging quantum states.
Required in addition to the quantum channel is an authentic
classical communication channel. Both communication chan-
nels are open and vulnerable to a perpetrator’s attack. To
ensure the authenticity of the classical channel at initial system
startup, a seed key is required, which is used to provide informa-
tion-theoretic authentication. In essence, quantum cryptogra-
phy systems are mechanisms for expanding this seed key.
Subsequent sessions generate a quantum key, part of which is
used for authentication, while another part is employed for
other cryptographic purposes, such as encryption. An issue
fundamental for quantum cryptography is the number of quan-
tum key distribution sessions that can be conducted from the
initial system launch until a new system reboot, when the
cryptographic properties of the quantum keys reach a critical
level, after which they can no longer be used for cryptographic
purposes, and a new system reboot is needed. Although a
number of reviews on quantum cryptography are currently
available, this issue has not been discussed in detail. It is shown
that for realistic parameters of quantum cryptography systems
that are currently achievable, a QKD system can operate for
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virtually any length of time before the next reboot. This implies
that QKD systems can implement a ‘one-time pad’— a set of
one-time keys using only a single seed key. A brief historical
overview is also presented, outlining some facts little known to
the general public. This review, which is intended for a general
audience, is comprehensible to undergraduate and graduate
students who have completed university courses on quantum
information science. The authors hope that it will provide a
deeper understanding of the cryptographic underpinnings of
state-of-the-art quantum key distribution systems.

Keywords: quantum cryptography, one-time pad, secure commu-
nications, authentication

1. Introduction and brief history

About 30 years ago, the term ‘cryptography’ was virtually
absent from the public domain. Cryptography, understood as
information security, was the area of activity of specialized
organizations. Today, cryptography is a part of everyday life
and affects everyone, even those with little professional
experience in this field. Computer passwords, PIN codes for
smart cards and other electronic devices, banking transac-
tions, cryptocurrency, digital signatures, blockchain, distrib-
uted databases, remote voting, internet technologies, and
much more—all of this involves mature science related to
information security. Virtually every institution of higher
education offers programs for training specialists in informa-
tion security.

Quantum cryptography [1], synonymous with quantum
key distribution (QKD), is a rapidly developing field of
quantum information science. Not only do individual
experimental prototypes of QKD systems exist in this field,
but entire networks with quantum key distribution have been
created in various countries [2—4]. The feasibility of key
distribution via a satellite has been demonstrated [2]. In
Russia, a university quantum network—a quantum tele-
phony network [4]—was launched in 2021. It is a joint
development between Infotecs, a Russian IT company, and
the Center for Quantum Technologies at Lomonosov
Moscow State University (MSU).

To date, several reviews [5-9] have been published on
various aspects of QKD systems. At its inception, quantum
cryptography was positioned as a method providing uncondi-
tional security. Unconditional security refers to the secrecy of
keys that is based on the fundamental laws of nature—
principles of quantum physics — rather than on assumptions
about the limited computational and technical capabilities of
a perpetrator. This concept has been repeatedly used in both
popular publications and purely scientific articles. However,
the details of what lies behind this term have not yet been
presented in a concentrated form within a single review. Since
QKD systems are a part of today’s reality, we believe that
familiarizing a wider audience with the real meaning behind
these concepts of secrecy requires a separate and detailed
presentation in a single place.

The development of ideas in any scientific field can only be
understood within the context of the logic of historical events;
so, for a complete presentation, it makes sense to trace the
events that led to the birth of quantum cryptography and,
more broadly, quantum communications.

The history of cryptography is as ancient as the history of
humanity. References to cryptography can be found as far
back as the ancient Egyptians, who used tattoos on slaves’

heads, hidden under their hair, to transmit secret messages.'
Ciphers such as the Caesar cipher and the Scythala cipher of
Ancient Sparta have been known since ancient times. Various
historical examples of ciphers and methods for cracking them
are presented in some well-known monographs [10, 11]. The
history of encryption in Russia from the ancient Slavs to the
mid-20th century is described in [12]. Cryptographic analysis
methods, although not called such, helped decipher ancient
texts written in three archaic languages on the famous Rosetta
Stone, which was discovered in a well-preserved state in 1799
during Napoleon’s invasion of Egypt [13].

These historical examples share a common element—an
initial shared secret which is known to both the sender and
recipient of the encrypted message and which ensures the
protection of the transmitted message. In the Caesar cipher,
such a shared secret—the secret key—is the alphabetical
shift used to replace letters; in the Scytale cipher, the shared
secret is the dimensions of the rod (scytale), on which a ribbon
is wound to inscribe the transmitted message along the rod.

Cryptography that uses a shared secret (key) only known
to the sender and receiver is commonly called symmetric
cryptography. Symmetric cryptography requires that the
legitimate parties to the information exchange, typically
referred to as Alice and Bob, initially share a common
secret—a secret key. In modern terms, a secret key is a
random bit string of 0s and 1s known only to Alice and Bob.
Random number generation plays a fundamental role in any
cryptographic system. Quantum cryptography systems use
physical quantum random number generators. A random bit
string of Os and 1s— the secret key — allows Alice to encrypt
her message and Bob, using the same secret key as Alice, to
decrypt the transmitted message. Speaking of terminology,
people often use the term ‘crack’ instead of ‘decrypt,’
especially in various online blogs. Cracking is the decoding
of a cipher; it is an illegitimate procedure performed by a
perpetrator who does not know the secret key.

This raises a fundamental question about the security of a
cipher. Even if the key is secret, can a perpetrator, without the
secret key, crack the cipher and read the message? In other
words, are there methods of encryption with a secret key that
are essentially unbreakable? This is a fundamental question
for cryptography, the answer to which is far from apparent.

Even great scientists have made mistakes when trying to
answer this question. For example, a simple substitution
cipher consists of replacing each letter of the plaintext with a
symbol. This cipher is weak because the frequency of letters in
the plaintext is different, and therefore the frequency of
replacement symbols is preserved. The great mathematician
Carl Friedrich Gauss believed that, if each letter of the
plaintext were replaced with a randomly selected symbol
from the cipher’s alphabet, and the number of replacement
symbols for each letter was proportional to the frequency of
that letter, such a cipher would be unbreakable. However, this
does not improve the situation, and the cipher remains weak.
The delusions of geniuses are very instructive. Gauss failed to
make the final step— perhaps every letter of the plaintext in
each message should be replaced each time with new random
symbols? It took over 100 years to bring this idea to its logical
conclusion in the 20th century and make the final step —

! However, in modern terminology, such information concealment is
referred to as steganography —the concealment of secret information
among open information, for example, within individual pixels of an
image.
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providing an encryption system that cannot be deciphered
(broken), even theoretically.

In the scientific community, it is generally accepted that
G.S. Vernam, an employee of Bell Telephone Laboratories
(USA), was the first to formulate this idea. A joint patent of
Vernam and Major Joseph O. Mauborgne, an employee of
the U.S. Army Signal Corps, is dated 1918. In his publication
that appeared in 1926 [14], Vernam proposed a teletype in
which plaintext letters were transformed in accordance with
the Baudot code —each letter was associated with a combina-
tion of five values of 0 and 1 (bits). The bit plaintext was
encrypted using a key —a random bit sequence — using the
XOR operation (addition modulo 2). In the original version,
the key was recorded on a closed tape, so after a certain
number of text characters the key was repeated. This scheme
was developed for the U.S. Army Signal Corps. A represen-
tative of the client, Mauborgne, noted that such an encryption
system, due to the repetition of encryption keys, would not be
completely secure, and proposed replacing the keys with an
infinite running tape of random bits. He asserted [14], albeit
without any mathematical justification, that encryption
systems with a running random key would be completely
undecipherable:

If, now, instead of using English words or sentences, we
employ a key composed of letters selected absolutely at random,
a cipher system is produced which is absolutely unbreakable.

New scientific ideas in any field do not arise overnight.
The question of who was the first to propose the idea of the
one-time pad— the concept of encryption with a one-time bit
sequence — has haunted researchers to this day. It seems that
the most recent historical study is presented in [15]. The
author of this study ‘dug’ through archival materials, based
on which it is claimed that the idea of one-time pad encryption
was proposed by Frank Miller, a California banker, almost
35 years before G. Vernam’s and J. Mauborgne’s patent in the
publication Telegraphic Code to Insure Privacy and Secrecy in
the Transmission of Telegrams.

A banker in the West should prepare a list of irregular
numbers, to be called ‘shift-numbers,” such as 483, 281, 175,
892, etc.

The differences between such numbers must not be
regular.

When a shift-number has been applied, or used, it must be
erased from the list and not used again.

A copy of the list is to be sent to the New York banker, who
prepares a different list and sends a copy thereof to the Western
banker.

Miller understood that one-time use of keys was neces-
sary.

Any system which allows a cipher word to be used twice with
the same signification is open to detection. A little talk with a
telegraph operator will convince one of this fact.

The aforementioned study also discusses, with reference
to archival documents, the question of whether Mauborgne
might have been aware of Miller’s idea.

The next step, a simple proof of the absolute security of an
encryption method with secret one-time keys (which can
generally be understood as summation with random num-
bers over any modulus), was independently made by our
outstanding compatriot, Academician of the USSR Academy
of Sciences Vladimir Aleksandrovich Kotelnikov. The classi-
fied report, dated June 19, 1941, consisted of several pages of
typewritten text [16]. Although the report was declassified
more than 30 years ago, it remains unknown to the general
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Figure 1. Editorial board’s letter rejecting V.A. Kotelnikov’s paper
containing proof of famous sampling theorem that marked beginning of
digital era.

scientific community (see details in [17]). It is important to
note that Soviet cryptographers, independent of their
Western colleagues, were aware of the secrecy features of
this encryption method.

Report [16] should not be confused with another well-
known V.A. Kotelnikov’s study, ““On the Bandwidth of Ether
and Wire in Telecommunications,” published in 1932, in
which he proved the famous sampling theorem and ushered
in the digital age [18]. The ideas put forward in the paper were
far ahead of their time. The content of this theorem is now
presented in any textbook, but it does not exist as a journal
article, since it was rejected by the journal’s editors as being of
no scientific interest. Since historical information never
disappears, it is of interest to cite the editors’ response to the
submitted paper (Fig. 1).

Despite this, V.A. Kotelnikov’s priority in proving the
sampling theorem was recognized many years later by the
global scientific community [19].

The next step, with a complete mathematical proof of the
secrecy of a one-time pad using methods of modern classical
information theory, was made by Claude Elwood Shannon in

s “Communication Theory of Secrecy Systems” [20]. The
study, carried out at Bell Labs (USA) in 1945, was declassified
in 1948. Some American cryptographers believe this was done
in error, due to an oversight (see W. Diffie’s note in the
preface to Bruce Schneier’s monograph, Applied Cryptogra-
phy [21]). Following Shannon’s study, this method was called
‘one-time pad encryption.” Kotelnikov’s and Shannon’s
studies provided a clear understanding of the properties a
perfect cipher must satisfy, namely:

— the key must be random,

— the key length in bits must be no less than the message
length,

— the key may be used only once.

The concept of perfect secrecy of a cryptosystem is
introduced based on a probability—theoretic model that
relates plaintext messages m € M, keys k € K, and encrypted
messages ¢ € C as a joint distribution P(m,k,c). Perfect
secrecy requires that the posterior probabilities of plaintext
messages received after interception of a ciphertext message
be equal to the prior probabilities of the same messages before
interception. It is easy to verify that perfect secrecy holds for a
cryptosystem in which:

— the plaintext message m and key k are binary sequences
of length N,

— the ciphertext message ¢ = m @ k is the modulo-2 sum
of the binary digits of the plaintext message and key,
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Teletypewriter

Baudot Plaintext Ciphertext

XOR

Paper Tape

Figure 3. One-time pad of famous Soviet intelligence officer Rudolf Ivanovich Abel (William Fisher), seized by FBI on June 21, 1957 as a result of treason.
Pad consisted of 60 pages with five decimal digits. Held by US National Security Agency [22]. Method for generating random numbers has never been

disclosed in publicly accessible reports.

— the key is chosen randomly and equiprobably from the
entire space of binary sequences of length N.
Then, the conditional probability is

P(m|c) = P(m)P(c|m)  P(m)Pr{k:mo®k=c}
TPl S, Pm)Pr{k:m @k=c}
ey
72_sz1P(m,) = P( )

Here, it is necessary to comment on what is meant by a
‘plaintext’ message. Since any language is redundant, in
practice, text messages typically are compressed to bring the
compressed text closer to a random bit sequence. If, for
example, propagation of an external key through a quantum
network encrypted with keys obtained in QKD is considered,
the ‘plaintext’ message refers to the external key —a random
bit string. The random bit string no longer requires compres-
sion.

To summarize, encryption systems that are unbreakable
even theoretically do exist. What is needed to implement such
systems?

(1) A shared secret key—a random bit string of 0s and
Is—is needed for Alice and Bob.

(2) The key length — the number of bit positions of 0s and
Is—must be no fewer than the number of text positions in
the form of Os and 1s (the length of the plaintext message).

(3) The key is used only once; a new key is needed for each
new message.

(4) Encryption occurs by bitwise addition, modulo 2, of
the text positions with the key positions, resulting in
ciphertext—a bit string of Os and 1s.

Table 1
Plaintext word Code combination of digits
Conact 7652
enc.lél.)ell 1.6.5.3
pay 6781
spell 5411

Decryption is similarly performed by bitwise addition,
modulo 2, of the ciphertext positions with the key positions
on the receiving end. For educational purposes, it’s interest-
ing to display a photo of the first device that used running keys
(Fig. 2).

Figure 3 shows a historical example of what a one-time
pad looked like in the mid-20th century.

According to [22], two-stage encryption was used.

The first stage used a codebook-dictionary, where each
word in the message was assigned a group of four digits
independent of the one-time pad (see Table 1, codebook-
dictionary).

For example:

(1) Let the plaintext be:

konheim delivered report about rockets.

(2) Some of the ‘suspicious words’ (rockets) in the
plaintext are replaced by other ‘unsuspicious words’ (grades):

teacher delivered report about grades.

For example, Julius Rosenberg and his wife Ethel were
designated by the codeword LIBERAL. The atomic bomb
was designated by the codeword ENORMOZ.
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(3) Words in the modified plaintext were replaced with a
four-digit group from the codebook dictionary:

7394 2157 1139 3872 2216.

(4) The four-digit code groups are regrouped into five-
digit groups:

73942 15711 39387 22216.

(5) Six previously unused five-digit groups from the one-
time pad — the one-time encryption key —are used. The first
five digits from the codebook determine the order and type of
message:

16471 56328 29731 35682 23798 46659.

(6) The last five digits are used by the recipient to verify
the number of digit groups.

(7) Message 5 is encrypted with the one-time pad — by
adding the one-time key and the modified plaintext modulo
10 without carrying to the most significant digit:

73942 15711 39387 22216
+ mod 10 16471 56328 29731 35682 23798 46659
16471 25660 34442 64969 45854  46659.

(8) A group of five digits is added to the end of the
message: the first three digits represent the message number,
and the last two represent the date:

16471 25660 34442 64969 45854 46659 21210.

(9) Finally, all digits in the message are converted to the
letters

IETWIURFEEO ZTTTU ETPEP TRART TEERP UIOIO
in accordance with Table 2.

Table 2

The described one-time pad encryption ensures absolute
secrecy even if the codebook dictionary becomes known to
an intruder. Naturally, the one-time pad must be used only
once.

In the digital age, a one-time key is a bit string.

We now proceed to quantum key distribution. The basic
configuration in quantum cryptography for key distribution
is a point-to-point configuration. In information networks,
network nodes can be connected into various structures.
Moreover, the structure of a quantum network — the con-
nection of various nodes via quantum channels through
which quantum key distribution occurs—may differ from
that of a classical network. In other words, not every pair of
network nodes may be directly connected by a quantum
communication channel through which quantum key dis-
tribution occurs. A shared key can only be distributed
between nodes directly connected by a quantum channel.
Transmitting secure information requires a shared secret key
between any pair of network nodes. To agree on keys between
any pair of nodes, the network must be connected by a
quantum channel to any pair of nodes via intermediate
trusted nodes.

The intermediate trusted nodes contain transmitting and
receiving equipment for quantum key distribution between a
given node and the nodes connected to it via a quantum
communication channel. Naturally, these intermediate
trusted nodes also hold multiple keys, which arise from
distributing keys among different network segments.

Figure 4. Quantum phone developed jointly by Infotecs, Russian IT
company, and Center for Quantum Technologies at Moscow State
University.

This raises the question of how to agree on keys—to
obtain a shared secret key — between any pair of nodes not
directly connected by a quantum communication channel.
The issue of key agreement across different network segments
was studied in [23].

An example of quantum network hardware, dubbed a
‘quantum telephone,’ is shown in Fig. 4 (see [4] for details).

1.1 Why are quantum cryptography systems —

quantum seed key expansion systems — needed?

It may seem that the problem of completely secure commu-
nications has been solved. The only remaining step is a small
one. A secret key must be propagated (or rather, distributed)
for each message, or otherwise Alice and Bob must have a
large supply of secret keys in advance for all subsequent
messages, which must also be transmitted somehow and then
stored to prevent an intruder from accessing them.

However, at this point, a vicious circle or, equivalently,
the so-called ‘chicken and egg’ problem, arises — which came
first? To transmit secret keys, a secure communication
channel is required, which is itself implemented using secret
keys, or a communication channel with couriers, the secrecy
of which is based on the honesty and reliability of the couriers
and technical organizational measures.

Until now, the carrier of the secret key has not been
important, but it has been implicitly assumed that the carrier
is a classical object— a courier, a classical signal, etc.

The question arises: what fundamentally new thing could
emerge if the key carrier is a quantum object, for example, the
quantum state of photons?

At this point, a transition to the quantum world occurs
and it turns out that quantum mechanics breaks the vicious
circle.

The original idea of using the laws of quantum mechanics
to protect information was put forward by Stephen Wiesner.
A year later [24], Charles H. Bennett and Gil Brassard
proposed the first quantum cryptography protocol, which
was named BB84 after the authors.

In what sense and in what way does the quantum nature of
the microworld break this cycle?

To maintain the general logic of events, we present
statements that are clarified and detailed below.

Statements.

(1) Quantum mechanics allows the secret distribution of
keys through an open and modifiable quantum communica-
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tion channel, accessible for eavesdropping, by transmitting
quantum states that encode the bits of the future key. A
standard optical fiber or atmospheric communication chan-
nel is used as a quantum communication channel, through
which quantum states of light are transmitted —ideally,
single-photon states or coherent radiation from a standard
telecommunications laser, strongly attenuated to the quasi-
single-photon level.

(2) Required in addition to the quantum communication
channel is an authentic classical communication channel,
which is open and accessible for eavesdropping. As shown
below, the authenticity of the classical communication
channel plays a fundamental role in ensuring the secrecy of
the distributed keys.

Thus, quantum mechanics, using the transmission of
quantum states through an open quantum communication
channel and an additional open authentic classical commu-
nication channel, allows a shared secret key to be generated.

Essentially, quantum cryptography is a procedure for
agreeing on two independent random sequences on the side
of Alice and Bob. Agreement between independent sequences
occurs through Alice sending quantum states in a certain
basis, in accordance with her random sequence. On the
receiving side, Bob selects measurements in his basis in
accordance with his random sequence. An auxiliary authen-
tic communication channel is used to agree on measurement
bases, estimate error probabilities, correct errors, enhance
secrecy, and transmit other auxiliary open classical messages
(see details below).

Assuming that the shared key is somehow distributed and
unknown to a third party, one-time pad encryption systems
are information-theoretically secure, which implies that the
security of the encryption is independent of the technical and
computational capabilities of the eavesdropper.

There are asymmetric public-key cryptography systems
[26] which do not have a pre-distributed shared secret. The
shared key is obtained by the participants following a special
protocol. Asymmetric cryptography systems are only compu-
tationally secure. Their security is based on the assumption
that the technical and computational capabilities of the
eavesdropper are limited. In fact, computational security is
based on the belief that no one knows a fast (polynomial)
classical algorithm for finding a key. However, it has not been
proven that such a fast algorithm does not exist. Known
algorithms require significant computational effort— the
number of steps is exponentially large in the key length. For
a quantum computer, such a polynomial algorithm is known:
it is Shor’s algorithm [25].

The fundamental difference between computational and
information-theoretical security is that, with computational
security, when running an algorithm (even if it is exponen-
tially expensive in the number of computational steps), the
probability of breaking the cipher is equal to one. In systems
with information-theoretical security, such as a one-time pad,
the probability of breaking the cipher is independent of
technical and computational capabilities. For this reason,
key distributions based solely on computationally secure
methods (e.g., the Diffie-Hellman method [26]) are more
vulnerable, since these methods are potentially unstable
with respect to key discovery (breaking) during its dis-
tribution.

In the classical domain, the key distribution problem,
unless computationally secure key distribution methods are
used, is ‘factored out,” implying that this problem is solved in

each case by its own organizational and technical methods.
Therefore, the secrecy of one-time keys is based on the
‘security of organizational methods.” Either way, a new key
is required for each message, or multiple keys for all
subsequent messages, which must be stored and used as
messages are generated.

A fundamental question arises: is it possible to implement
one-time pad encryption using only one primary —seed —
key? At first glance, even the very formulation of the question
seems absurd.

In the classical domain, when the information carriers are
classical signals, the answer to this question is negative.

In the quantum domain, the answer is positive. Quantum
cryptography (or QKD) technology allows one, using only
one pre-distributed seed key, to distribute secret keys that can
be used for encryption in one-time pad mode for virtually any
length of time. Moreover, the secrecy of the keys is
guaranteed to be based on the fundamental laws of Nature,
rather than on assumptions about the technical and computa-
tional capabilities of the eavesdropper. The fundamental
difference from the classical case is that the secrecy of each
key distributed in the classical case using organizational
methods must be ensured. In the quantum case, it is sufficient
to distribute only one short primary seed key using organiza-
tional methods. Subsequent keys are obtained through
quantum distribution, and their secrecy is guaranteed by the
fundamental laws of Nature—the keys are information-
theoretically secure (precise definitions are given below).

To ensure information-theoretically secure authentica-
tion, a single, pre-distributed seed key is required. Subse-
quent keys are obtained through quantum distribution. Part
of the new quantum key is used to secure the authentic
communication channel in subsequent sessions, while the
remainder can be used as a one-time key for encryption.

In this situation, the fundamental theorem on one-time
keys [14, 16, 20] acquires a new meaning: for multiple one-
time keys, distributing a single seed key is sufficient, unlike the
classical case, where a key must be distributed for each
message.

Authenticity of a classical channel implies ensuring the
integrity (immutability) of transmitted public (accessible to
everyone) classical messages. Authenticity is fundamentally
important for achieving the secrecy of distributed quantum
keys.

If the integrity of classical messages is compromised, an
intruder can carry out a Man-in-the-Middle attack, which is
undetectable by legitimate users (Fig. 5).

Since legitimate users only control their transmitting
(Alice) and receiving (Bob) equipment and neither the
quantum nor the classical communication channels, an
intruder can disrupt both communication channels (see
Fig. 5).

Alice will send quantum states and classical messages to
the intruder. Likewise, the intruder will send their quantum
states and classical messages to Bob. The intruder will not
introduce errors on Bob’s side. As a result, Alice and Bob will
believe they are communicating with each other and share a
key, although they share keys with the intruder.

Without an authentic classical communication channel,
such an attack is undetectable; the intruder knows the key, or,
more precisely, has the same keys as Alice and Bob, and the
system does not provide the secrecy of the distributed keys.
With an authentic classical communication channel, such an
attack will be detected.
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Since quantum cryptography, by design, must ensure
unconditional security of distributed keys, based on the
fundamental principles of quantum mechanics rather than
on assumptions about the computational or technical cap-
abilities of the eavesdropper, the authentication of a classical
communication channel must also be information-theoreti-
cally secure.

In cryptography, classical key expansion methods are
known that also require a seed key. Key expansion, promo-
tion, and re-encryption also occur in classical information
networks without quantum cryptography technology, using a
primary master key and classical cryptographic methods.

A natural question is: why does one need to use quantum
cryptography if classical methods exist? Below, we show that,
using the fundamental laws of nature—quantum
mechanics —it is possible to derive fundamental constraints
on the relationship between the secrecy of quantum keys and
the number of valid QKD sessions. Moreover, these funda-
mental constraints are independent of the technical or
computational capabilities of the eavesdropper and do not
depend on the presence of a quantum computer.

In quantum cryptography, it is possible to derive explicit
limits on the number of one-time keys in the form of
analytical formulas based solely on the fundamental laws of
nature.

2. Quality of distributed keys

Informally speaking, when using one-time pad encryption, an
intruder ‘sees’ each encrypted message in the channel as a
random bit string that is statistically independent of the
message [16, 20]. If a one-time key is a perfectly random bit
string, where each position is equally probable and indepen-
dent of the others an intruder has no choice in this situation
but to guess the key. With perfect keys, the probability of
guessing the true key is 1/2", where n is the key/message
length.

Proofs of secrecy in quantum key distribution are quite
complex. Secrecy is defined in terms that differ from the
requirements placed on keys in classical cryptography.

In quantum cryptography, key secrecy is formulated in
terms of the distinguishability of quantum states— the
density matrices pR¢ and pldeal corresponding to the
real and ideal situations under quantum key distribution.
The proximity metric of two quantum states is the trace
metric.

In classical cryptography, key secrecy is understood in
terms of, for example, the difficulty of a brute-force key
search in the presence of side information. In quantum
cryptography, the eavesdropper’s side information is the
entire set of key information obtained from both quantum
and classical channels.

The fact that the mathematical apparatus for proving key
secrecy in classical and quantum cryptography differs
significantly leads to misunderstandings and heated debates
[27, 28].

We now consider quantum states corresponding to
various situations.

The ideal situation is one in which there is no
intrusion into the quantum and classical communication
channels.

In a real situation, both quantum and classical commu-
nication channels are attacked.

In quantum cryptography, keys are called e-secret if the
following relation holds:

D(pRcal7pldcal) _ HpRcal _pldcalH1 <e, (1)

Real Ideal p Ideal | }

o™ —p

‘l:Tr{|pRcal _

= Tr {\/(pReal _ pIdeal)+(pReal _ pIdeal)} ,

where (...)" is the Hermitian conjugation symbol.

Mathematically, key secrecy is formulated in terms of the
distinguishability of quantum states [29]. A pair of quantum
states is considered ¢-indistinguishable if no measurement can
distinguish one quantum state from the other with a success
probability greater than the probability of simple guessing by
more than ¢.

Requirements for secret keys used in various encryption
algorithms are formulated in entirely different terms. Shan-
non [20] introduced a criterion for the practical secrecy of a
cryptosystem, which is understood as “The average amount
of work to determine the key for a cryptogram....” This
criterion was not formalized, so different criteria for the
average work (labor intensity) of key determination are
possible depending on the situation. The very concept of
labor intensity is essentially related to the enumeration (trial)
of keys until the true key is determined. Moreover, the direct
search can be either complete — over the entire key space —
or partial —over a portion of the key space. Such a direct
search can occur both in the absence and in the presence of
side information about the key.

With regard to keys obtained through quantum key
distribution, the eavesdropper acquires side information
about the key during measurements on a quantum system
correlated with the true key of legitimate users.

One should clearly understand how the seemingly com-
pletely different secrecy criteria in the quantum domain and
classical cryptography are related. Without clarifying the
precise relationship between the various criteria, it remains
unclear how securely the keys obtained through quantum key
distribution can be used for various cryptosystems.

Previously, studies [30—33] established a direct connection
between a secrecy criterion based on the distinguishability of
a pair of quantum states and various criteria using the concept
of complexity — the difficulty of searching an exponentially
large (by key length) space in classical cryptography.

In practical cryptography, an important characteristic is
the average complexity Q of a partial key search for a given
probability of success (finding the key) © not less than m, [30—
33]. A brute-force search is carried out over a set of the most
probable keys of strength M, for which (M) > .

The complexity Q —the average number of keys tried
before finding the true key —is related to the g-secrecy of the
keys. The lower bound for the complexity of a partial search is
the inequality

0e.m) > (1-2) (M), @)

To

where N = 2" is the size of the key space.

Thus, the quality of the keys (their proximity to ideal in
terms of trace distance) is directly related to the complexity of
breaking the cipher — finding the true encryption key.



970 1.M. Arbekov, S.N. Molotkov

Physics— Uspekhi 68 (10)

Suppose we manage to determine the value of ¢ for the
first run of the system using the seed starting key for
authentication. Furthermore, if we determine how the value
of & changes in subsequent sessions, this will answer the
question: how many quantum key distribution sessions can
be allowed before the next system restart, while the quality of
the distributed keys has not yet reached a critical level at
which their use becomes unacceptable?

3. Why is authentic classical communication
channel needed in quantum key distribution?

Authenticity of a classical channel implies ensuring the
integrity (immutability) of broadcast public (accessible to
everyone) classical messages. Authenticity is fundamentally
important for achieving the secrecy of distributed quantum
keys. If the integrity of classical messages is compromised, a
perpetrator can carry out a Man-in-the-Middle attack, which
is undetectable by legitimate users (see Fig. 5) [34-37].

Since legitimate users only control their transmitting
(Alice) and receiving (Bob) equipment and neither the
quantum nor the classical communication channels, an
intruder (Eve) can disrupt both communication channels
(see Fig. 5).

Alice will send quantum states and classical messages to
the intruder. Likewise, the intruder will send their quantum
states and classical messages to Bob. The intruder will not
introduce errors on Bob’s side. As a result, Alice and Bob will
believe they are communicating with each other and share a
key, although they share keys with the intruder.

Without an authentic classical communication channel,
such an attack is undetectable; the intruder knows the key, or
more precisely, has the same keys as Alice and Bob, and the
system does not ensure the secrecy of the distributed keys.
With an authentic classical communication channel, such an
attack will be detected.

Since quantum cryptography, by design, must ensure
unconditional security of distributed keys, based on the
fundamental laws of quantum mechanics rather than on
assumptions about the computational or technical capabil-
ities of the eavesdropper, authentication of a classical
communication channel must also be information-theoreti-
cally secure.

Quantum Quantum
01000110 3L G1000110 10001101 —411"10001101
Alice Eve , Bob
=y =y, I ificati
Identification ™ hie, (ma) ke # ki ia = hi (m}) de]?et; /fatlon
key ks - D ———— 2, .,
Classical ) Classical th = hi,(my)
channel channel

Figure 5. Illustration of Man-in-the-Middle attack. Intruder cracks
quantum and classical communication channels and generates sepa-
rate Alice-Eve and Eve-Bob keys. This attack is undetectable if
classical channel does not ensure authenticity — immutability of
plaintext classical messages. Alice and Bob share a secret authentica-
tion key ks. Alice sends plaintext messages m and their ‘digest’— hash
values tp = i (ma). Eve, not knowing secret key k;, intends to
substitute Alice’s messages with her own pair tj = /iy, (m}). Eve
calculates hash value ¢; of substitute mj using her key kg, which,
generally speaking, does not match true key ks. Bob verifies authen-
ticity of message and tag using key k. If 15 # hy (m} ), QKD session is
terminated. If Eve guesses the key, authentication is accepted.
Probability of such an event in information-theoretical authentication
does not depend on Eve’s technical or computational capabilities, but
is determined solely by structure of hash functions.

The fundamental study by Wegman and Carter [38] has
shown that information-theoretically secure authentication
can be achieved using a class of special hash functions [39-52].

Authentication secure in information-theoretical terms
ensures the detection of intrusions into a classical commu-
nication channel regardless of the technical capabilities of the
eavesdropper (for example, even if the eavesdropper has a
full-scale quantum computer).

Authentication secure in information-theoretical terms
requires a shared secret key between Alice and Bob, so a
common seed key must be provided to Alice and Bob when
the system is first launched.

It follows from the above that quantum cryptography
systems are essentially systems for expanding the initial seed
key.

In cryptography, classical key expansion methods are
available, which also require a seed key. Key expansion,
propagation, and re-encryption also occur in classical
information networks without quantum cryptography tech-
nology, using a primary master key and classical crypto-
graphic methods.

A natural question is: why use quantum cryptography if
classical methods exist?

The fundamental difference is that, unlike quantum
cryptography, the security of classical key expansion meth-
ods is based on assumptions regarding the technical or
computational capabilities of the eavesdropper. For this
reason, in the classical case, it is not possible to set
fundamental limits on the admissible number of key expan-
sion sessions and their quality. In quantum cryptography,
explicit limits can be derived in the form of analytical
formulas based solely on the fundamental laws of nature.

4. Concept of abstract cryptography:
distinguishability among quantum states

As discussed in Section 1.1, after quantum key distribution,
part of the key can be used for authentication in a subsequent
session, and part for encryption with a one-time pad.

This raises a fundamental question: what will the quality
of the keys be in each of the subsequent processes if the quality
of the input key is known? In our case, such an input key is the
seed authentication key when the system is first launched.

The answer to this question is given in an approach called
abstract cryptography.

The concept of abstract cryptography for the classical
case was formulated in [53, 54] and, in the quantum field, this
idea was developed in some studies [55, 56] (for a review of
recent studies, see [55]).

Essentially, the concept of abstract cryptography boils
down to calculating the distance in a certain metric between
different situations. Each situation corresponds to a specific
quantum state. A measure of the closeness of different
situations — quantum states —is the trace distance [57].

A real situation is a real quantum key distribution session
with a perpetrator’s intrusion into the quantum communica-
tion channel and real authentication, during which message
substitution is possible in a classical communication channel.

An ideal situation is an ideal quantum key distribution
session without intrusion into the quantum communication
channel and ideal authentication without message substitu-
tion in a classical communication channel.

Each situation corresponds to a quantum state— the
density matrix of all three participants in the Alice—-Bob—Eve
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Real Ideal

protocol; p corresponds to the real situation, p
corresponds to the ideal situation.

How can we determine which situation is taking place?

To do so, a third party (distinguisher) is introduced, which
has access to all subsystems of the composite quantum state
Alice-Bob—Eve. Recall that Alice, Bob, and Eve have access
only to their own quantum subsystem. A distinguisher has
conceptual access (for this reason, this approach is called
abstract cryptography) to the quantum states corresponding
to the real and ideal situations. The distinguisher’s task is to
distinguish between two situations using quantum mechan-
ical measurements.

It turns out that, for optimal measurements — optimal in
the sense of minimizing the error in distinguishing between
two quantum states—the maximum probability Progx of

correctly distinguishing between two quantum states p Re!
and p 'l js equal to
Prox =5 (143 Io" — p™|, ) =2 (1 +0)
2 2 2 '

where 1[|pReal — pldeal|| <. By definition, ||p]|; =
Tr{+v/pTp}. In this case, the real and ideal situations are
called e-indistinguishable. Similarly, the keys obtained in the
two situations are ge-secret.

5. Secrecy of cryptographic compositions —
composable security

An abstract secrecy criterion based on a trace metric features
an important and convenient property. It turns out that the
secrecy criterion can be decomposed into secrecy criteria
between individual elementary processes. For individual
processes, the trace distance can be calculated. Then, the
trace distance between the composite real and ideal processes
is bounded by the sum of the trace distances between the
individual processes.

In this case, the ¢ values from (non-ideal) sequential
processes are summed. The secrecy of several processes is
called composable security.

The further logic of actions is as follows. Assume that a
current quantum key distribution session is underway,
consisting of the following stages:

(1) transmission and measurement of quantum states;

(2) post-processing: agreement on bases, error probability
estimation, error correction, and enhancement of the secrecy
of cleared keys.

All post-processing procedures occur without authentica-
tion. If the session is successful, i.e., the trace distance between
the real and ideal situations for the current session is less than
¢, at the end of the session, the authenticity of all accumulated
classical messages is verified during post-processing.

If the session is unsuccessful, i.e., the required level of key
secrecy in terms of trace distance is not achieved, the current
session is discarded, and a new one is conducted.

A successful session is authenticated; it is considered
successful if no message substitution is detected. If message
substitution is detected during authentication, the session is
discarded.

For further discussion, we need quantum states that
describe individual real and ideal situations. During authen-
tication, the hash functions for the current session are chosen
by selecting a portion of a non-ideal key obtained in the
previous session and featuring the e-secrecy property.

Since authentication occurs after the quantum key
distribution session, due to a Man-in-the-Middle attack,
Alice and Bob can ‘see’ different quantum states — density
matrices—and, therefore, different keys. Until message
authentication over the open communication channel is
completed, an eavesdropper can break the quantum and
classical communication channels and conduct separate
QKD sessions with Alice and Bob. After all QKD proce-
dures, but before authentication, Alice and Bob will have
different density matrices and, therefore, different keys.

Suppose Alice and Bob have a set of, generally speaking,
different classical messages after a QKD attack due to an
eavesdropper attack: Alice has (m), and Bob has (m'). The
eavesdropper has the same set of classical messages.

Then, Alice and Bob conduct an authentication session,
which consists of Alice sending to Bob the pair
(t = hi,(m), m), where Iy, (m) is the keyed hash function and
ks is the authentication key.

The eavesdropper has access to the channel and can
substitute Alice’s messages (¢,m) — (¢',m') when forward-
ing them to Bob. However, the eavesdropper does not have
the secret key ks for authentication, which Alice and Bob
have. Having m’ and ks, Bob verifies the equality
t'=h (m"). If t'# W (m’) is found to be true, the
authentication fails, and the session is discarded.

If authentication is successful, the session is accepted.

A similar authentication process occurs when sending
classical messages from Bob to Alice. The set of messages in
two-way classical message exchanges depends on the type of
QKD protocol used.

For further discussion, we need quantum states describing
specific real and ideal situations.

We introduce the following notation:

prakeke s the density matrix after real quantum key
distribution Rq with an intruder in a quantum communica-
tion channel, real Alice-Bob message authentication R, and
real Bob—Alice message authentication Rg with possible
message substitution in an authentic classical communica-
tion channel;

praksle s the density matrix after ideal quantum key
distribution /o without an intruder in a quantum commu-
nication channel, with real Alice—-Bob message authentication
R and real Bob—Alice message authentication Rp with
possible message substitution in an authentic classical
communication channel;

p/fgéB[Q is the density matrix after ideal quantum key
distribution /o without an intruder in a quantum commu-
nication channel, with real Alice—-Bob message authentication
Ra with possible message substitution in an authentic
classical communication channel and ideal Bob-Alice
authentication /g without message substitution in an authen-
tic classical communication channel;

pi‘ggb is the density matrix after ideal quantum key
distribution /o without an intruder in a quantum commu-
nication channel, with perfect authentication of Alice-Bob
messages I and perfect authentication of Bob-—Alice Iy
without message substitution in an authentic classical com-
munication channel.

Next, we are interested in the distance between two
situations in each QKD session: the real situation with
intrusion into the quantum and classical communication
channels p %" and the ideal situation without intrusion
into the quantum and classical communication channels

N . RaRgRq | NS
pauE °- Let the distance between p,p""° and p, L ° be e.
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Figure 6. Diagram illustrating decomposition of real QKD process with information-theoretical authentication into elementary processes.

Then, the keys obtained in the real situation corresponding to
the quantum state p 3™ will be e-secret. This implies that
the use of real keys and the ideal keys obtained in the situation
with the quantum state pliABI]’_:‘[Q cannot be distinguished with a
probability better than .

Consequently, if these keys are used for encryption, the
complexity of finding the keys—-cracking the cipher—is
determined by e.

Our goal is to determine how the secrecy parameter
depends on the QKD session number and on the quality of
the seed authentication key — the closeness of the seed key to
the ideal key, i.e., an equidistant one. This determines the
number of sessions that can be conducted without losing the
cryptographic quality of the keys employed for encryption in
one-time pad mode.

For the distance between different situations (quantum
states), we have:

lloase" @ = pawe el (3)
< lloane™™ = pasell; (4)
+lloase™™ — pase ™l (5)
+lloase™ = pavn el - (6)

In Eqns (3)-(6), the triangle inequality for trace distance [57]
is used.

Trace distance (3) is majorized by the sum of the distances
between individual elementary processes. It is not possible to
directly calculate the distance between a complex real process
and an ideal process (complex quantum states). In the
paradigm of abstract cryptography, the distance between
complex processes is decomposed into the sum of the
distances between elementary processes (quantum states),
which can be calculated explicitly.

The distance between quantum states p 3" and p
is represented by the sum of simple states. For convenience,
the decomposition of a complex process into elementary ones
is shown in Fig. 6.

In subsequent sections, distances for individual processes
are calculated.

5.1 Specific representations

of density matrices for various processes

In this section, we calculate the trace distance. This requires
density matrices for quantum states corresponding to the
various situations described in the previous section.

The density matrix for process Ra RgRq has the form

= Z Z Pk, Ky (kA7 kB)‘kA>1<A Ka <kA|

ka kg

RaRgRq
ABE

® [kB) g, K, (k| © g5 @ g0 @ pprfe,

(7)

The notation needs some clarification.

After QKD with possible intrusion into the quantum
communication channel and authentication via a classical
channel with possible substitution of classical messages and a
Man-in-the-Middle attack, Alice and Bob have final keys ka
and kp, Pk, k, (ka, k) being the joint key distribution. Alice’s
and Bob’s keys match with a probability close to one (see
details below).

It is convenient to associate each key—a bit string of
length /— with an orthogonal quantum state:

ka = (kiyaskia, - ki)

— lka) = lkia) @ [kpa) ® ... @ |kia), kia =0,1,
kg = (ki,B,kiB, - - - ki)

— |kg) = |kiB) ® ki) ® ... ® |kiB), kip=0,1.

In the general case, Eve, due to a possible Man-in-the-
Middle attack on quantum and classical communication
channels, has a quantum state pAA/“’ at their disposal,
‘linked’ to each pair of keys ka and kg, i.e., correlated with
the keys.

It is also convenient to associate the set of classical
messages (bit string) from Alice to Bob with possible
substitution of genuine messages with orthogonal (by keys
k) quantum states g ®4”*a  which are ‘linked’ to the keys after
a QKD session, in the sense that the set of classical messages
after a QKD session depends on the QKD session.

We associate the set of classical messages (bit string) from
Bob to Alice with orthogonal quantum states g X" .

A more detailed view of p/fggBRQ is presented below.

The density matrix for process Ra Rglg has the form

ZZ \K | Okp, ks [KA) ki, iy (kal @ |KB) g, &, (KB
ka

RARB1Q o
P ABE

®gRAmkA ®gRBm’(B ®pE7

ki k
PE = ZZPKAKB(k/IMké) Pt "
K kg

(8)
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The difference between (7) and (8) is that the QKD
process is ideal, which corresponds to index Ig. Further-
more, Alice’s and Bob’s keys are strictly identical (6, 4, is the
Kronecker symbol), i.e., they are identical with probability
one and equally probable. Eve’s quantum state pg is
‘untethered’ from the keys, i.e., it is uncorrelated with the
keys. The transmission of classical messages from Alice to
Bob and from Bob to Alice occurs through a real classical
communication channel with possible substitution of classical
messages; g A" gR8s are the corresponding quantum
states.

The density matrix for process Ra/glq has the form

R Ig 1
ABE ZZ |1< [ Onnt ea) i (Kl © [en)i, g, kol

ka

® gRA’”"A ® g™ @ p . )

In this QKD process, QKD occurs through an ideal
quantum communication channel, similar to the previous
process in (8).

The transmission of classical messages from Bob to Alice
also occurs through an ideal authentic communication
channel; g/#"*s is the corresponding quantum state.

The transmission of classical messages from Alice to Bob
occurs through a real communication channel with possible
message substitution; g ®"x is the corresponding quantum
state.

The density matrix for process /5 Iglq has the form

VINGY!
pane =22k |1< [ Oknckn k)i, (kal © [kn)i, Kl
ka ks
(10)

This quantum state corresponds to a situation where QKD
passed through an ideal quantum communication channel
without intrusion. The classical communication channel is
also ideal; all classical messages from Alice to Bob and vice
versa pass without substitution.

®g1Am"'A ®g13m"a ®pE

6. Trace distance between real

and ideal quantum key distribution

We now calculate the trace distances for individual elemen-
tary processes. Since

RaRpRq RaRslo
ABE  — PABE

=D Praks(ka.kn)lka)g, &, (kal

ka ks

® |k) g, k, (kB @ ghamia @ gRomg PE kaks

1
-2 [Kal On.kn KA )k, 1y (Kal @ |KB) i, i, (hnl
ka ks

®gRAmAA ®gRBm/(B ® pp

=3 (ka)g, &, (kal) ®

ka kg

(IkB) K, i, (k8] )

5"'A«,k13 pE> s

and the quantum states g , gRemis for a fixed pair
(ka,kp) are reliably distinguishable (commutativity—ortho-

® gRAmkA ® gRBka

1
® (PKAKB(kAakB) ®PkAkB -
|Kal

Ramy A

gonality), a direct calculation shows that

RaRsR RaRsl
lpage = Page Il
1
= e P ha bl o e e}
kn ks |Kal
I
= ||PABE Papell - (11)
Here,
R RaRs R
PABE = Ra ks (Page ) = ZZPKAKB(kA7kB)

ka kg

x <|kA>KA Ka <kA|) & (|kB>KBKB <kB|) ® /J]/:fAkB ’

RaRglo

PABE = RTIE (pABE )

ZZ |K | 51(A kp |kA>KAKA <kA|>®(|kB>KBKB<kB|> ® Pg -

ka

The resulting equality is also a consequence of the density
matrix having a quantum-classical structure. This implies
that classical messages after a QKD session with a Man-in-
the-Middle attack belong to different sessions of the ‘regular’
QKD and are therefore distinguishable.

In the language of quantum states, the resulting equality
can be said to be a consequence of the reliable distinguish-
ability (commutativity—orthogonality) of the density matrices
gRamen - gRemiy for pairs (ka,kg) from different QKD
sessions.

The density matrix png is the final one after QKD,
which is obtained from the original density matrix after
error correction and security enhancement. Crucially, the
final keys (ka,kp) may differ with a given, arbitrarily
small probability determined by the error correction
procedure.

The QKD process consists of several stages.

After the transmission and registration of quantum states,
an error correction stage occurs. A quantum state corre-
sponding to the so-called sifted key is created.

Then, the errors in the sifted key are corrected,
resulting in a clean key. The length of the clean key is the
same as that of the sifted key. This situation also has its
own density matrix.

Next, the identity of the clean key is verified. Alice’s and
Bob’s clean keys match with a certain probability, which is
determined by the verification procedure.

This results in a clean key that is identical (with a given
probability) for Alice and Bob. Eve has partial information
about the clean key, which she obtained by attacking the
quantum communication channel, and classical information
from the plaintext messages transmitted by Alice to Bob and
by Bob to Alice during error correction.

The final stage is to enhance the clean key secrecy. This
procedure results in compression of the clean key. Compres-
sion is implemented using universal second-order hash
functions [38] over an open classical communication chan-
nel. This information is available to Eve. To select the hash
function f'€ F, which is itself a random variable, Alice
chooses a random bit string. This results in the final density
matrix p Apg» Which appears in Eqn (11).

In reality, the hash function is selected according to a
distribution & that is close to equiprobable. This circum-
stance is taken into account in Section 7.
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6.1 Correctness of key distribution
Thus, the trace distance between processes is decomposed
into the sum of the trace distances between the individual
constituent processes in (11).

With some probability, Alice’s and Bob’s keys differ from
each other, which is formalized by the form of the density
matrix

R
Pase = D, D Proky(ka,ks)lka)aa(kal
kae{0,1}" kpe{0,1}*

® |k) g (kn| @ pg. (12)

We introduce a density matrix of the following form:
R
Pase= D > Pruky(ka.kp)(lka)a(kal)

kae{0,1}" kpef{0,1}

© (|ka)pp (kal) ® pg*™. (13)
Equation (13) contains identical states |ks), and |ka)g.

Using the triangle inequality for Eqn (11), we estimate the
trace distance as

R J
lloaBE — PaBEll
3 R I
||/’ABE Paselll + 1o — Pasellr - (14)

The density matrix corresponding to quantum key
distribution through an ideal quantum communication
channel can be represented as

pABE pUAB ® PE (15)
I
PUAB = Kx |Z|kA anlkal @ [ka)pplkal,
PE= D> Proky(ka, k) pptt.
kn ks

Using the relationship between trace distance and fidelity
[29, 57], we find that the trace distance

R
paselll

R
o, -
S2 D DD D AW HIEVNINEY S
kac{0,1}" kpe{0,1}

 (ka)goal ~ [n)pos )| |

= Z Z Pi, ky (ka, k)

knae{0,1} kpe{0,1}°

X % Tr {||kn) g (k| — [ka)pp(kall}

= Z Z Py (ka,kp)y/1 — |B<kB|kA>B|2

kae{0,1} kpe{0,1}"

=

ka,kpe{0,1} kaks

PKAKB (kA7 kB) .

Thus, we find that the probability that Alice’s key ka
differs from Bob’s key kg is equal to

R
Pr(ka # kp) = ||.0ABE Paselli

- ¥

ka, kpe{0,1}", ka#kp

Px ks (ka, k) < (16)

Ecorr

and does not exceed &, the protocol parameter. This
probability is determined by the choice of error-correcting
code and the identity-checking procedure for the clean key.

In other words, Eqn (16) implies that, after error
correction and identity-checking of the clean keys, Alice and
Bob have identical keys with a probability of no less than
1 - Ecorr-

In this case, the QKD protocol is said to be &eo-correct.

Next, taking into account Eqns (13) and (15), we verify by
direct calculation that

I
Paselli

S > Prkylkaskn)(Jka)aa(kal)
ka€{0,1}Y kpe{0,1}°

1
ZPKAKB (ka,ks) pg ke

H PABE

:Tr{

® ([ka)p(kal) @ perte

1
- mz lka)aakal @ |ka)pp(kal ® pg
ka

:ZTr{

}

PE
kac{o,1}* kg |Kal
1

= > Tr{ P, (ka) p* = PE }

k ‘ |KA|

A€{0,1}

"Ro I R I

= llpar — Paglli = llpAE — PaElll < éqkp, (17)

where

R R
PAE = "l];r {PaBE} >
(18)

and egkp is the quantum key secrecy parameter, which
appears in proofs of the secrecy of QKD protocols in the
case of

(1) an ideal authentic classical communication channel,

(2) coincidence between the final quantum keys,

(3) an ideal choice of hash function.

Thus, the distance between the non-ideal and ideal
distribution (17) allows us to exclude Bob from considera-
tion and retain only the states of Alice and Eve.

I
PaE = PUA @ PE> Pua = "l];r {pPuas} s

7. Distance between density matrices
after enhancing key secrecy

Now, taking into account Eqn (17), we can consider only the
states of Alice’s original clean key, which are the reference
states. Bob’s clean key matches Alice’s key with a probability
of at least 1 — &¢orr.

We denote Alice’s original reference bit string as
|ky = ki) @ |k2) ® ... ® |k,), where k; =0,1 are the bit
positions of the clean key, the number of positions in it
being n.

We denote the Alice—Eve density matrix after error
correction—the density matrix with the clean key, but
before enhancing security of the clean key (we omit the
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index A below for brevity) — by

pxe = > Px(k)|k) (k| ® pf ;
ke{0,1}"

(19)

consequently, the density matrix for the ideal situation is

LS g,

1 ~
PrE = PuU®@PE: Pu Im
ke{0,1}"

PE = Z Pk(k)f)l]zc~

ke{0,1}"

(20)

After security enhancement, the final secret key becomes
smaller and contains ¢ bits. Consequently, the quantum
state corresponding to the final secret key is

lka)a = lkia)a @ [kaa)a @ ... @ |Kkea)p s

where ¢ < nis the length of the final secret key.

7.1 Second-order universal hash functions
Privacy enhancement uses second-order universal hash
functions U, (two-universal hash functions [38]).

Ideally, the hash function {f:{0,1}" — {0,1}'} is chosen
randomly and equiprobably from the corresponding set of
hash functions.

Then, for any bit strings x and x’, x # x’ of length n, the
inequality

Pr[/: f(x)

=/(x")] < (21)

1 1
TR

S S )=/ (x")

holds.

7.1.1 Example of implementation of universal second-order
hash functions. The procedure for randomly selecting a hash
function is as follows.

The bit string x = (xo, X1, .., X,—1) € {0, 1}" under com-
pression is assigned a polynomial

Pooi(y) = xo + x1p + x207 + A x0T
P,_1(y) of power n—1 as an element of the Galois field
GF(2™).

A random bit string z = (29, z1, ... ,2,) € {0, 1}" is gener-
ated, which is assigned the corresponding element of the field,
the polynomial

Rii(y) =z0+ziy+ 207 + ... et

+ zny
The product of the polynomials P, ;(y) and R,_;(y) in the
field GF(2") is calculated as the remainder of dividing the
product of the polynomials by the irreducible polynomial

IR,(y):
Resn,l(y) = Pnfl(y)Rnfl (y) mod IR,,()/) .

We denote the coefficients of the polynomial Res,_;(y) by
k= (k(),kl7 c. 7kn—l) S {07 l}n

From this bit string, the ¢ lowest positions are retained,
which represent the result of compression by the hash
function:

F={f:{0,1}" - {0,1}'}.

7.2 Trace distance after security enhancement
Since the choice of a hash function requires a random bit
string that is also imperfectly random, the trace distance (17)
also includes the imperfection of the random string when
choosing hash functions.

The density matrix after a real QKD session and security
enhancement for a real choice of hash functions according to
the distribution PX(f) is equal to

pr

pre= > Pralka)lka)(kal @ pi,

R R R
PAb = P(rx Q M el 1® pre s (22)

kAe{OAI}
Py (fn) = Pi(k).
{k: ke f~(ka)€{0,1}"}
ka = f(k),
» Pk .
ppt = #(k)) i
{k: kef-1(ka)efo,1}"y " KalMA

where the set of hash functions f is associated with
orthogonal quantum states | /) .

The density matrix after an ideal QKD session and
security enhancement for a real choice of hash functions
according to the real distribution PX(f) is of the form

I Ryl
pAQEi fQ ZP}' VO el f1@pry @PE, (23)
feF
pru= ( |lC|> lkea) (kal s
kac{0,1}" \{k: ke f~1(kn)€{0,1}"}
pE= Y, Prlka)pf = D Px(k)pf.
kae{0,1} {ke{0,1}"}

The density matrix after a real QKD session and security
enhancement with an ideal equiprobable choice of hash

functions according to the equiprobable distribution
PL(f) = 1/|F| takes the form
R IR
Pab = Prkire) = O PFO el f1© pre,s (24)
feF
PH) = o
v

The density matrix after an ideal QKD session and
security enhancement with an actual choice of hash functions
according to the equiprobable distribution PL(f) is equal to

= Pxlf

ferF

Io Irlg

PAE = P(FK)(FE) (25)

VN er f|®P/U®PE

The imperfection in the choice of hash function is given by the
trace distance between the actual PX(f) and ideal PL(f)
distributions:

|PE—PEIl =D |PR() -
feF

PL(f)| <er. (26)

Before compression of the clean key k Eve ‘sees’ states
pf —each clean key has an Eve state pf ‘attached’ to it. After
compression of the clean key k e {0,1}" —kp € {0 1}, each
final key ka has an Eve state pEA ‘attached’ to it in Eqn (22).
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Quantum state p(lj”-‘flgc()fE corresponds to the situation

after security enhancement, Wthh is carried out for a real
Alice-Eve density matrix with Eve’s intrusion into the
quantum communication channel and compression of the
clean keys using a real (not strictly equiprobable) distribution
when choosing hash functrons

The second state p( fK)<fE) corresponds to the ideal QKD
situation without Eve’s intrusions into the quantum channel,
followed by compression of the clean key and selection of
hash functions according to an equiprobable distribution.

Then, by direct calculation, taking into account
Eqns (22)—(26), we obtain
R I Irly
llPAE = Palli = Hp]—‘K 'rB) — PRl

Irlg

<llpEryire) =P <;K32<f5> i +1lp <;K§2<f5> — Pyl

R I R /
= llo{0 = Pl + o) — p (el

= ||PE -

R I
Prl + HP(fQE) P(/S-E)Hl

(27)

R I
<éfp+ ||P(fQE) - P(;E)Hl s

where

p(]—'K —Tr{pRFRQ B} p(]-'K —Tr{pIFRQ )}v

IrRq

p(FE = Tr {p )(FE) }s % (FE) Tr {/’Iﬂo FE)}

To estimate the value of || p
concept of smoothed quantum mm entropy

||1, we need the

7.3 Smoothed quantum min-entropy
and hashing residue lemma
We now define relative min-entropy [57].
Let pop and op be density matrices. Then,

Huin(paglos) = —log 4, (28)
where A is the minimum number such that the operator
)“IA®O-B_pAB>O' (29)

In quantum-information science problems, the exact form of
the density matrices is usually unknown.
The smoothed conditional min-entropy is defined as

sup Hmin(PagloB) » (30)

PAB

Hpin(paglos) =

where the upper bound is taken over quantum states such that
the density matrices p 4y lie in a ball,

B*(pas) = {f’AB “lpas — Pasll < 8}7
i.e., the estimate p,p is close to the true density matrix p,p in
the sense that the distance ||pog — [) all; < éissmall.

Here, we study ||pR me ||,, the trace distance
between the actual srtuatron under QKD (taking into
account Eve’s intrusion) and the ideal situation under an
ideal choice of hash function.

Let, for some ¢’, the estimate of the true density matrix
(before compression and after error correction) be

lloxe — prell, <&’

We introduce
Irly
Tr {p ;K }'E)}

Thp densiry rpatrix ﬁ(l,;%)(fE) belongs to a l?all not
exceeding ¢’ in size. Specifically, since any hashing is a
compressive mapping, the inequality

~ R, ~IrR ~Io
Pirp) = ”[Ffr {P(;ng(ﬂa)}’ Pire) =

~ R, ~IrRq
1P FrFe) I

R Ir R,
Pire) — Pirellt < lpirryre) — Pirryre)
R ~ R,
<llpxg — pxelh <&’ (31)
holds.

The ball size for the matrix p( A K) (FE 1s determined below.

We introduce the density matrix

FUK) = pr M el 1@ pp -
feF
Note that
I I
p(;'lg)(]-'E) = PrK) @ p(.;)-'E) :

Then, using the triangle inequality and taking into
account Eqn (31), we obtain

R R Irlq
||p(].9]3) Hl = Hp }f'KQ(]:E) p(?]() FE) Hl
~IrRq

S ||p fk)(fE) F’(fk FE) Ih

IfRQ

+Hp )_pF(UK)®/~)]:E||1

+ 1l prur) ® B(2e — PR e I

= 1o e — Prsrnl

+ P lrire) — Prwr ® Pl + 1A — ol
<e' 1 Brrr — Pruk) @ Digelli+ 11 P2 — p3elli -

(32)

We seek to obtain a minimal upper bound for
Il p IQ Hl Therefore, 1n the last mequahty, we seek a
mmlmal upper bound for ||p fK F PFUK) ®p (FE) [l,- To
estimate the second term in Eqn (%2) we use a quantum
version of the famous leftover hash lemma (see [57] for details).
We obtain

~ IrRq oy’
B FryrE) = PruK) @ Pl
- 1 —
<E|| D lka)(kal (ﬂfE - pE>
k 4 VCA| 1
xAQ{O,l}
- 1 —
=Y PiN||| Do lka)(kal (pr T pE) }
! kac{0.1} A 1
< 2~ /) [Hainlpelipe©) 1] (33)

where the following notations are introduced:

Pe= Y, Pr(ka)pgt = Px(k) pi
kaef0,1} {ke{o,1}"}

C is the total number of bits of information transmitted by
Alice and Bob through an open, authentic, classical commu-
nication channel during error correction, key validation, etc.,
and ¢ is the length of the final secret key after compression.
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For the minimum entropy Hin(Pgg|0gC), the following
inequality holds [57]:

Huin (Pl PEC) = Humin(Pgelpe) — C .

Since inequality (33) holds for any pgg from a ball of
radius ¢’, taking into account the definition of smoothed min-
entropy (30), we obtain

(s

~ I
p]—‘K (FE) p]—'(UK) ®p;E ||l

< min {2 (1/2)[Humin (P g |PE)— Ci(’]}
PKE

_ 9=(1/2) [maxg g Hoin (el )~C—(]

_ 2*(1/2) [H:;];“(PKEWE)*C*[] . (34)

The notation E; in Eqn (33) means finding the mathematical
expectation—the average over a randomly chosen hash
function in accordance with the equiprobable distribution

1
TFE =2 A |f|

fer

PL(f)

Essentially, the smoothed conditional min-entropy
H:. (pxelpe) is the definition of Eve’s information deficit
with respect to Alice’s bit string, given that Eve has the
quantum system pg in their possession.

The smoothed conditional min-entropy value contains all
information about Eve’s attacks on the quantum commu-
nication channel, including information leakage to Eve via
side channels [58].

We now proceed to estimating Hp p(IJS_E)Hl
Eqn (32).
We have
1 I
982 = pleull = | X Prti) el -t
kaef{0,1} 1
< 2 1P (er = o),
kae{o,1}*
=1l > Prilka)lka)(kal ® (pg* — pg*)
kae{0,1} 1
IR ~ Ir R ~ R
= lloGire — Pl < llot - padll, <&’ (39)

F mally, from Eqn (32) and estimates (34), (35), we derive
for ||p ||l the inequality

||/’(fE) ’P(I;E)||1 < 26" + 2~ [Hnereloe)-c—e]

The value of H’. (pyg|pg) increases with the length of the
clean key k € K. With an appropriate choice of n, the
inequality

26 4 2~ [z oxelor) -] &
can be fulfilled.
7.4 Calculating smoothed conditional min-entropy
The smoothed cond1t10nal min-entropy is calculated on

dens1ty matrlces pKE, ¢'-close in terms of trace distance
HpKE pKE gll; < &’ to the density matrix pp Baxo,

Combining the previous results, we derive an inequality
for the trace distance between a real and ideal key distribu-
tion:

Ecorr T E+ & = EQKD - (36)

||pABE pABE”l

Thus, the distance & between a quantum real key
distribution with intrusion into a quantum communication
channel and subsequent security enhancement increases by
&corr + &F, Where:

— ¢p corresponds to the choice of a second-order hash
function using non-ideal keys,

— &corr 18 the probability that Alice’s and Bob’s final keys
do not match.

8. Distance between real and ideal situations
during authentication

Befl;o%el prolgeleghng to calculatln% ; Ithe Idils;[ances
BlQ BlQ Alslg Alslq :
llpABE Page |l in Eqn (5) and [|pype’™ — page |1 in

Eqn (6), we present necessary information on the class of hash
functions used in information-theoretic authentication [47,
49, 50]. This class consists of key hash functions that use a
secret key kg for authentication.

8.1 Definition of hash functions

for information-theoretical secure authentication

Let m be a classical message represented by a bit string of
arbitrary length. A hash function maps any string m to a bit
string ¢ of fixed length.

A hash function /7y (m) depending on a secret key k; is
called an ¢-ASU,; hash function if the following conditions
hold for an equiprobable selection of keys k.

(1) For any m and ¢, the number of hash functions (keys
ks), such that ¢ = hy (m), is equal to

Il
71’

where K, 7 are the set of keys and the set of hash values
(tags), ks € {0,181 1 € {0, 1}¢/7],

Let an intruder choose an arbitrary pair (¢,m) and
attempt to find a key k; such that ¢ = /i (m). The probability
of impersonation over all keys is

1

llir {t=hi,(m)} = 7 (37)

In fact, it follows from Eqn (37) that, for any (¢,m) and an
equally probable choice of keys ks, the number of hash
functions (keys k) for which the equality ¢ = /A (m) holds is
equal to |K|/|T|. Therefore, the probability of falling into
this subset for an equally probable choice of keys kg is
represented as

K[ 1 1

7] I |71

(2) For any m # m' and any ¢ and ¢’ (possibly equal) and
an equally probable choice of keys ks, the number of hash
functions for which ¢ = Ay (m) and ¢’ = Iy (m’) does not
exceed ¢|KCs|/|7T .

Suppose an intruder has a legitimate pair (z,m),t=
hi, (m), does not know the secret authentication key ks, and
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wants to substitute the tag and message (z,m) with his/her
own pair (¢',m’). The substitution probability for all keys
satisfies the inequality

Py [l = hkg(m), 1" = hy, (m/)] < (38)

€
Tl
Ultimately, Eqn (38) shows that, for any (¢,m), (t',m’)
(m # m' and any t and ¢') and an equally probable choice
of keys kg, the number of hash functions for which
equalities 1 = ly (m), t' = hy (m') are simultaneously satis-
fied does not exceed ¢|K|/|7T|. Therefore, the probability of
falling into this subset for an equiprobable choice of keys
ks does not exceed

el 1 1
7] K 7]

These hash functions provide information-theoretical
authentication in the sense that, based on the definitions of
&-ASU, hash functions, it may be concluded that the
conditional probability of substitution, given the observa-
tion of a pair (m, ), is independent of the computational
capabilities of the eavesdropper, but only depends on the
properties of the set of hash functions K5 and does not
exceed

Py [t = he,(m")|t = hi,(m)] < e.

(39)
8.2 Information-theoretical authentication

in quantum key distribution

Now, all the tools required for calculating the distances
between authentication processes over a real classical chan-
nel with possible message substitution by a perpetrator and
authentication processes over an ideal communication
channel without message substitution are ready.

Auxiliary classical messages in a QKD session are
transmitted both from Alice to Bob and vice versa. The
trace distance between processes paan®® and p A, given
the quantum-classical structure of states, is equal to

RaRpl Ralpl R I
lloaBe © = Pape i = lloake — PABEll - (40)
Similarly, for states p sal*'® and p, A" we find
Ralnl, INY.
lpaBE © = Page Il = HpABE pABEHl (41)

The problem essentially reduces to calculating the distance
only between a process transmitting messages through a
classical channel with information-theoretical authentica-
tion with possible state substitution and a process transmit-
ting messages through a channel without message substitu-
tion.

It is shown below that, with information-theoretical

authentication, the following inequalities hold for trace
distances:
R I R
lloaBE — PaBElll < €aus  [lPABE — PABE||1 eAu, (42)

where gay is the authentication secrecy parameter, an explicit
expression for which is presented below.

In Eqn (42), it is sufficient to estimate only the first trace
distance, while the second is estimated similarly.

As already noted, information-theoretical authentication
requires a seed secret key ks, which, generally speaking, is not
ideal —strictly equiprobable — but only & -close to ideal in

terms of trace distance:

1Pk, = Pug Iy

= Z |Pl(g(ks) _PUKS(ks)‘ < Eks » PU/(S =
ks€ K

1

where the parameter ¢, of the authentication key imperfec-
tion is determined by the random number generator that
generates the initial authentication key.

R S

We introduce the notation p AA“‘ B =p /ng, which is the
density matrix after authenticating Alice’s messages ina redl
channel with real authentication keys, and p AA];;EKS = p s

which is the density matrix after authenticating Alice’s
messages in an ideal channel with ideal authentication keys.
To estimate the first trace distance in (42) we need another

I i
% the density

quantum state, which we denote by pAA“‘
matrix after authenticating Alice’s messages in a real channel
with ideal authentication keys. Below, we show that
HpA —pA"B“i;KSH] < ¢, the parameter contained in the

definition of the e-ASU, hash function.

/\ul Ik

Then, the first trace distance in Eqn (42), taking into
account Eqn (43), is estimated as

R I
lloaBE — PaBEll
R I
||PA§"1§ *— PAQUE' s Il + HPAA”l - PAAﬁizK\ I
I
=[Pk, — PU/\SHI"'HPAAm _pAABuiaA\”l

(44)

< &k, + & = EAut -

Thus, the security of information-theoretical authentication
is determined by the security parameter &4y, Which includes
both the e&-ASU,; hash function parameter and the imperfec-
tion of the authentication key.

Using the representation

AR =575 Pk (kas ki) k) g, x, (KAl

k/\ kB
® |kp) g, k, (kn| @ g RaRin @ g RoRsmiy ) plaks
we find that

RAul Ris

pABE = PABE
RyR
= Tr {Pape ) = E Py, (kp)g RaRmen

Similarly, we can write

R Ik Ralx
Aul s my.
PABE & = § P, (ka)g ™™™

I
Au InTggmy
pABiE E P, (ka)g ™™ .

ka

These density matrix data have a transparent statistical
interpretation a.nd medning We discuss these fedtures using
the example of p AA“‘ ' and similarly for state p AAﬁ‘E“.

We assume that many QKD sessions are conducted. After
each one, Alice has a key kx, which occurs with probability
Pk, (ka) in each session.
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Each key in a session is ‘associated’ with a set of classical
messages, which corresponds to a density matrix g Ra7&"%  In
each session, the classical messages and their tags from Alice
to Bob (m, t) and the substituted messages (m’,¢’) from Eve
to Bob are set by a joint conditional probability distribution
Pﬁlj’}lﬂ’;‘,r(m t,m',t"|ka) (see the following formula), given
the key ka in each session.

It is shown below that the trace distance is independent of
the specific type of probability distribution, which is a
consequence of the use of ¢&ASU, hash functions in
authentication.

Given this, the density matrix g " for messages in
the authentication channel can be represented as

1
g = 37 kg
ks |’CS|

® > P (myt,m! 1 k)
((m,1),(m’, ")) € (MT), (M'T "))

M) pp a0(m| @ [6) (2] @ |ml>M’M’<m

Rl

T& 1t )t
and, therefore,

pA]AS‘lJE[ Z“C' < |

® > Pyt (mytm’ ")
(0,0, (7)) € ((MT), (M'T )

[m) g (m| @ () 77t @ |m/>M’M’<m/| ® |t,>T’T’<Z,| )
(45)
where
Ralk o Ralg ’o
Pyfrsiip (motm’ 1) =" P (k) Pyjysiir (m, tym’ 1" ko).

The superscrlpt Ralk, in the probability distribution
Pyt (m,t,m’,1") corresponds to the situation of a real
authentication channel with substitution using ideal authen-
tication keys.

The density matrix is presented in a similar way:

ZVC' KK |

® > P (mt,m! 1)
((m, 1), (m'.1")) € (MT),(M'T")) ok
1) v ar (M| @ 8) 71 (2] @ |m/>M'Mf<ml‘ @ ‘t/>T’T’<t/| .
(46)

AmIKs
PABE

The superscript Ialg, in the probability distribution
PRS- (m,1,m’,t") corresponds to the situation of an ideal
authentication channel without substitution using ideal
authentication keys.

Taking into account Eqns (45) and (46), we obtain for the

trace distance

1, ut” Ks ut’ Ks
HPABE PAABE||1 ||pAA‘ e PA\B[EA Il (47)
K K |
® Z (Pt (myt,m’ 1)

((m, 1), (m",17)) € (MT), (M'T ")) ok

— P (myt,m )

[m) prar(m| @ |0) 7 (t| @ ‘ml>M’M'<m,‘ ® |ZI>T’T’<t/|

1

1
= Z m Pyr(m,t)
ks SU((myt), (m" 1)) € (MT), (M'T ")) o
x (PﬁélTK;\MT(nﬂ’ t/|m’ t) - PJ{?’I?’\MT(WI/: l‘/|}’}’l, Z))'
1 Ralx,
S kZVC Pyivasip (myt,m' 1),

S‘ (m'#m),((m,1),(m"t")e(MT),(M'T")) ok (48)

The transition to the last inequality takes advantage of the
fact that the distributions for the ideal and real situations
coincide when m’ = m (no substitution); Pyr(m,t) is the
probability distribution of plaintext messages and tags (m, f)
arriving in the classical communication channel from a
legitimate user.

In Eqns (45)—(48), the summation index

((m,1),(m',t")) € (MT),(M ’T/))OK

means summation over elements (m,1),(m’,t’) of the set
(MT),(M’'T"), where t = hy (m), t" = hy (m’).

In other words, the summation is carried out over a set of
messages and their tags that correspond to passing the
authentication check.

When estimating the trace distance, the probabilities of
events (outcomes) that fail to pass the authentication check
are not taken into account.

Then, for brevity, we replace the superscript Ralg, with
ks, keeping in mmd the dependence of the probability

falk ,t’) on the authentication key.

Next, 51m11ar to [35], it is convenient to replace the
variables m, t, m’, t' with the new variables m, m’,
y=(m,t),and y’ = (m’, ') for a fixed authentication key k.

The probability in Eqn (48) can be rewritten in an
equivalent form taking into account the new variables:

Pl (m,t)P m' t'|m, 1)

ks
PMTM/T'(m t m ) MT‘M’T’(

= Phivmry (ma (m,1),m’,(m",1"))
ks ks
= PM(m)P”M((’na[)|m)PY’|MY((n1/’

kS
PM’\MYY’(

t")|m, (m, 1))

m'|m, (m,t),(m't")) . (49)

The conditional probabilities in Eqn (49) depend on the
type of hash functions employed. For a fixed value of kg, the
conditional probabilities in Eqn (49) can be represented in an
equivalent form:

PYipg (. 0)lm) = Prip(thm) = PRt = by (m)] - (50)
Py (On ). . 0)) = Py ' i) (51)
Pl agyy ('l (m, 1), (m",1"))

= P51 = g (m")t = he (m)] . (52)

The probabilities P*[t = Iy _(m)] # 0, since, when sum-
ming over (m,t), (m’,t"), nonzero terms only appear for the
indices ((m, 1), (m’,t")) € (MT),(M'T")) ok

Calculating the trace distance according to Eqns (47) and
(48) using Eqns (49)—(52) and the definition of the &-ASU,
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hash function yields

I

= paxelh
1 k

:Zm > Py (mot,m' 1)
ks SU(m'#m),((mt),(m" 1) €(MT),(M'T")) ok

R
|lPABE

= Z Pyr(m) Py ppar(m

m,t,m'#m,t’

(Cr

1 lm, 1)

X

[t =y (m)] P5 [t = by (m")|t = hy, (m)D

L1 lm, 1)

PM(WI)]])\/[/T/‘MT(WZ
(m'#m),((m,t),(m",1"))e(MT),(M'T"))ok

U
x (Z: R P [t = Iy (m ),z,hks(m)o
- Z

(m'#m),((m,t),(m’,t"))€(
X Py [t = hi,(m' ),t

Py (m) Pyprppar(m’ t'm, 1)

),(M'T ")

= Iy, (mﬂ < (53)

For ¢&-ASU, hash functions, according to Eqn (38), we
have

e
Py, [t" = hi(m'),t = by (m)] < 7] ; (54)
then, continuing (53), we obtain
SN T Pu(m) Y Pyrrer(m’ 1 imy 1) — ITI
t m m' t’'

& &
= —=|T| —==c¢ (55)

Z 7] ||

Equation (55) takes into account the normalization of
probability distributions

ZPM(m) = Z Puyrror(m

! !
m',t

"' lmyt)=1.

Putting together Eqns (43), (44), and (55), we obtain

[ u S u S
lloAse — pakelli = HPAAl e —PAABEK |} < ek +&=éau-
(56)
Similarly, we obtain
HpABE p/iBBE”l = HPAA"' M PAAB"EK§||1 &, + &= EAut -

(57)

Thus, the distance between real e-secure information-
theoretical authentication with possible message substitu-
tion, using real g -secret keys, and ideal authentication
without message substitution, using ideal —strictly equi-
probable keys —does not exceed &, + & = eay (56), (57).

8.3 Example of implementing
information-theoretical secure authentication
To conserve a one-time authentication key, the e&-ASU, hash
function can be implemented as a composition of the e-AXU,
function with a reused key to obtain the intermediate tag and
an XOR operation to obtain the final tag.

The hash function 7= h(m), t € {0,1}°¢7D) s an
¢-AXU, hash function if, for any m#m’ and c€ {0, 1}'°¢ (7D,

the inequality

Il’cr [hi(m) ® le(m') = ¢] <
holds.

For ¢ = 1/|7|, the ¢&-AXU, hash function becomes (is
called) the ¢&-XU, hash function.

In turn, the &AXU, function is implemented as a

composition of the &-AU, hash function h,ill)(...) and the -
XU, hash function h,g (...) with the intermediate tag (12 =
h,ﬁf (h (m)) and the reused key (kj,k») (see definition

below).

A hash function 7 = iy, (m), t € {0, 1}°¢/7D isan ¢,-AU,
hash function if, for any m # m’, the inequality

Pr [y (m) = hy, (m")] < e
holds.

For ¢y = 1/|7], the ¢;-AU, hash function becomes the
U, hash function—a universal second-order hash function
(see Section 7.1).

The composition of two &-XU, and ¢;-AU, hash
functions yields a (¢ + ¢)-AXU, hash function with an
intermediate tag (1%,

As shown below, this procedure leads to fairly ‘mild’
estimates of the length of a binary one-time key for
information-theoretical authentication.

8.3.1 Implementation of £-ASU, hash function via composition
of £-AXU, hash function with XOR operation. The ¢-AXU,
hash function uses the same key for all authentication
sessions. The key for encrypting the intermediate tag is used
as a one-time key in each authentication session.

It has been proven in [52] that, after encryption with a one-
time key ks — applying the XOR operation to the intermedi-
ate tag (Y namely,

1= 10 @ k= b () (m) @ ks

the hash function 7 = hy (m) = h,cz (h
ASU, hash function.

It follows that, for an equally probable choice of keys ks,
the following inequality holds:

( m)) ® ks is an e-

Pr [t =hP (" m") @kt =02 (0" (m) @ k] <

ks, ka, ky \T\

(58)

The keys (k1, k) are the same in all sessions, and the key
ks is a one-time key that alters in each session.

Consequently, the conditional probability for hashing
with the e-ASU, hash function, by definition, satisfies the
inequality

P [ =0 ) @ e = b () (m) @ k] <
(59)

8.3.2 Example of constructing ¢-ASU, hash function as
composition of ¢-AU, and £-XU, functions and XOR opera-
tion.

(1) Implementation of h ( .) as an ¢-AU, function.

We use PolyCW polynomldl hashing [44, 50].
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Let the message be a bit string of length M and the reused
key be k) bits long.

If the message length M is not a power of two, the message
is padded so that

(M][1]]0™)

S
2 et

(60)
is an integer.

For simplicity, we assume that M is evenly divisible by k;.

We obtain as a result a sequence of bit blocks
(mo,my,...,m,), each k; bits long.

Each pair of blocks (kj, m;) is associated with a
polynomial of degree k| — 1 according to the following rule:

— take an irreducible polynomial IP(2%) in field
GF(2*),

— calculate

y = (mok] +mik!™" + ...+ m,k?)mod IP;(251) . (61)
All these operations described are performed in field GF(2%1),
where each bit string is assigned a polynomial in this field.
This results in a bit string y, the number of bit positions
being k.
This procedure implements the hash function ¢;-AU, with
parameter
ny

81:%’

(62)
where n; is defined in Eqn (6 z%

(2) Implementation of h,
tion.

To reduce the length of the one-time key ks, y bits of length
ki are compressed to a length of kg bits, which are then
encrypted using the XOR operation on the one-time key k.

We construct the hash function h >( -

Let the lengths k, = k;. Take an 1rredu01ble polynomial
IP(2%1) in field GF(2%).

Randomly choose a polynomial RP,(2%1) in field GF(2%)
of power k; — 1 . Calculate

as an &-XU, hash func-

z =y RPy(2" ) mod IP,(2). (63)

From the resulting bit string z of k;-bit length, we retain
the k; least significant bit positions— the bit string z;_. This
bit string of ks-bit length is encrypted with the one-time key
ks, yielding the tag ¢,

l:Zka@ks.

The result is an implementation of the function e&-

ASU; = (g + &)-ASU,, where
- - n 1 o n 1
The total length of the authentication key is
kauw =2k + ks, (65)

where (k, k) is the reused key of length 2k, and ks is the one-
time key in each session. Here, we assume that k| = k».
Thus, the probability of message substitution (65) is
determined by the authentication key (65), which consists of
two keys: the permanent key (k1, k») — this key is the same in
all sessions—and the one-time key kg, which alters in each

QKD session and is taken as part of the key obtained in the
previous QKD session.

9. How many quantum key distribution sessions
can be conducted with single seed authentication
key?

A chicken is not a bird, and a logarithm is not infinity.
Biographers attribute this aphorism to Albert Einstein.

Combining the results of the previous sections, we find that,
after the first QKD session, the trace distance between (1) a
real QKD situation with an intrusion into a quantum
communication channel, along with real information-theore-
tical authentication with possible substitution of classical
messages, and (2) the corresponding ideal situation, satisfies
the inequality

RA

AulRAulRQKD _ Aul Am QKD ||

|lPABE

< 2(er, + F) + QKD = €Aut + €QKD - (66)
The quantity eay = 2(éx, + &) arises from the imperfections
of one-time g -secret authentication keys. The parameter &
determines the properties of ¢e-ASU, hash functions and is
independent of the secret key. The coefficient 2 arises from the
exchange of classical messages from Alice to Bob and from
Bob to Alice.

The quantity eqQkp = écorr +€r+ € accounts for all
imperfections in quantum key distribution under ideal
authentication.

Next, we introduce the notation &, = 2¢x, &5 = 2+ £QKD.

After the first run of the QKD system, we obtain an ¢(1)-
secret quantum key, where

e(1) =%, +es.

In the second QKD session, a portion of the &(1)-secret
quantum key from the first session is used for authentication.
It is important to note that any part of the &(1)-secret
quantum key also features the ¢(1)-secret property.

After the second QKD session, we obtain an &(2)-secret
quantum key, where

e(2) =e(1) +ex =&, + 2e5.

Similarly, after the Nth QKD session, we obtain an &(N)-
secret quantum key, where

e(N) = &, + Nex = &, + Necorr + Nep+ N2e + Ne.

This key incorporates the imperfections of all QKD
processes.

Thus, the ‘quality’ of the quantum key degrades with an
increasing number of QKD sessions, since the secrecy
parameter increases linearly with N.

Our goal is to ensure that a given, sufficiently large
number N of QKD sessions is conducted in such a way that
the key secrecy parameter in the final session does not exceed
a given critical value é&j;.

The admissible number of sessions is found from the
equality

&k, + Néecorr + Nep + N 2& + NE = gt - (67)
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How can this be accomplished?

The terms on the left-hand side of equality (67) affect the
QKD mechanism in ensuring final secrecy & in a different
way.

The quantity g, = 2¢x, appears in the sum only once. The
quantity g, accounts for the imperfection of the seed
authentication key — the (unequal probability) of the choice
of bit strings that are the coefficients of the polynomials used
to construct ¢&-ASU, authentication hash functions. It is
essentially determined by the properties of the random
number generator (RNG), i.e., by external factors not
directly related to QKD. We assume that it is always possible
to achieve the condition g, < &y and not consider the value
&, when calculating N.

Then, taking these conditions into account, we represent
equality (67) as
Ecrit

Ecorr + EF+ 26+ €= N

Next, we set the value N and, for specificity, assign each of
the four terms &.orr, &r, 2¢, € the same contribution equal to
&crit /4N to the total sum &gy /N.

We now consider the terms separately.

(1) The quantity &coq;-

The correctness parameter — the probability of a mis-
match between Alice’s and Bob’s keys —is determined by the
relation &y = 27V, where v is the number of parity bits
calculated from Alice’s and Bob’s bit strings.

Using the equality ecorr = &crit/4 N, we obtain the relation

o 4N
v = .
g Ecrit

(2) The quantity &p.

The parameter ¢p is responsible for the imperfection
(unequal probability) of the choice of the bit string— the
coefficients of the U, polynomial of the hash function f of the
security-enhancing procedure. The parameter ¢r is deter-
mined by the properties of the RNG, i.e., external factors
not directly related to QKD. We assume that the equality
&F = &qrit/4N can be ensured for any reasonable values of &gt
and N.

(3) The quantity 2e.

The parameter ¢ specifies the ¢-ASU, property of
authentication hash functions with an equiprobable choice
of bit strings — the coefficients of the polynomials employed
to construct the hash functions, with

_nl 1
TR T

where n; is the number of blocks in a message of length k; k;
is the length of the reused authentication key; and kg is the
length of the one-time authentication key, ks < k.

The length of the reused authentication key k| can be
chosen sufficiently large so that e ~ 1/2%. Then, using the
relation 2e = gy /4N, we obtain the minimum required
length of the one-time authentication key:

The value k; (in bits) is the additive factor to the quantum key
of length £, used for encryption. The total quantum key to be

generated during QKD must have a length of no less than
0= Lep + k.

(4) The quantity .

The value of € estimates the distance between the quantum
real and ideal key distributions after security enhancement:

!

oSy~ pltell < 26"+ 27 0P lutrmi-c] 5 g8)
To solve our problem, the condition & = &yit/4N must be
satisfied.

The smallness of  is determined by the compression ratio
(the ratio between n and ¢) of the security-enhancing hash
function

£:{0,1}" = {0,1}".

The required value of n is calculated using the lower
bound for the smoothed min-entropy, which contains all
data about the information leakage to the perpetrator
through the quantum communication channel and side
leakage channels. The smoothed min-entropy for the tensor
product ppe can be assessed using the conditional von
Neumann entropy.

According to [57], we have

! 1
Hiy(peloe) = nH(psloe) ~ Toe (5) ntog () . 69

where 7 is the number of recorded quantum state transmis-
sions on Bob’s receiving side,

H(pkglpe) = H(pge) — H(pE)

and H(pgg), H(pg) are the von Neumann entropies.
Weset ¢’ =%/3 = e.i¢/12N in Eqn (68).
Then, solving the equation

2=(1/2) [nH(pxelpe)~C—log (5)/mlog (12N e —t] __ Eerit
12N

(70)
with respect to n yields the minimum number of recorded
quantum state transmissions at the receiving end needed to
ensure the required level of quantum key secrecy.

Here,

C =leak + v =n - leak + log (4N/eyi) is the total num-
ber of bits of information transmitted by Alice and Bob over
an open, authentic classical communication channel during
error correction and key validation, and

£ = Leip + ks, Lip s the fraction of the quantum key length
used for encryption, and ks = log (8 N/é) is the fraction of
the quantum key length used for authentication.

Taking the logarithm of (70), we obtain

12N
nAH —log (5) y/nlog
Ecrit
12N 4
— (210g + log 8N—i—log N—I—ZCip) =0, (71)
Ecrit SEerit Ecrit

AH = H(pKE|pE) —leak.

We derive from Eqn (70) n(AH, N, éqit, £), the number of
transmissions recorded at the receiving side that is needed to
ensure the required level of key secrecy (to reach the value of
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&qrit) after N quantum key distribution sessions:

n(AH, N, écit, Leip)

1 12N 12N
=<——|log(5)4/lo + [1og? (5) 1o
{2AH g(5)4/log — ( g (5) log —
12N 8N 4N N
+4AH(2log +log +log+€cip)> }} .
Ecrit Ecrit Ecrit

(72)

It is of importance to note here that the dependence of the
minimum required number of recorded quantum state
transmissions n on the receiving side on the number of
sessions N > 1 for a given critical secrecy parameter & < 1
is weak —logarithmic:

12N 1
nodog( )odog(N)—Hog( )
Ecrit Ecrit

The aphorism presented at the beginning of this section
perfectly reflects the actual situation. Informally speaking,
the number of physical resources — the number of quantum
states sent by Alice to Bob—depends logarithmically on the
required number of QKD sessions and the key secrecy level up
to the last session.

After N QKD sessions, the entire QKD system must be re-
launched, i.e., a new seed authentication key for the next
series of QKD sessions must be pre-distributed between Alice
and Bob (by organizational, technical, or other means).

(73)

10. Long one-time key — one-time pad

In Section 9, we considered the situation where N QKD
sessions are conducted, each distributing a one-time key that
1S &qri-secret until the last session. We now consider the
situation where we need to generate a single long one-time
key from all sessions.

Assume QKD sessions are conducted. Each one produces
a quantum key Z,-bit long. We assume that, in the first QKD
session, the quantum key is 2e /N>-secret. These keys are
concatenated into a single quantum key of length £y = Nlp.
From the triangle inequality for trace distance, it follows that
the composite key of length £y is eit (1 + 1/N), since the key
secrecy parameters when concatenated add up to

) 2ecrit 12, 2écrit

! N2 N2

Thus, to obtain a quantum key of length £y = N/, it is
sufficient for the quantum key in the first QKD session to be
2écrit/ N 2_secret. Using (73), it is easy to deduce that, to ensure
such a secrecy parameter, it is necessary to record

2

12N 1
n o« log (m>  log (N) + log (s '1)

quantum state transmissions. We see that, in this case, the
number of quantum states sent by Alice to Bob also depends
logarithmically on the required key length £y = N/, and the
secrecy parameter & of the composite one-time key.

11. Some numerical examples

In this section, we present examples of calculations that
demonstrate, from a practical standpoint, the feasibility of

2€cri 1
+...+N- ]\;glzgcrit<l+ﬁ) = Ecrit -

generating a given large number N of quantum keys of length
Leip used for encryption and having a given quality, with a
secrecy parameter no worse than g.i;.

In fact, by specifying a sufficiently large value of N (the
number of QKD sessions) and a sufficiently small value of &
(the quantum key secrecy parameter) and using Eqn (71), we
estimate a practically significant value of n: the number of
quantum state transmissions actually required to implement
QKD.

We set the length of quantum encryption keys £, = 10°
and consider somewhat extreme cases where

— N =10, geip = 1076, £, = 10°;

— N =107, eeit = 1072, L, = 10°.

Calculations using Eqn (72) are entirely correct provided
that, when estimating the parameter

n 1

TR

(74)
the first term of the authentication hash function can be
disregarded. Here, n; is the number of blocks of length & in
the message, k) is the length of the reused authentication key,
and ks = log (8 N/eqy) is the length of the one-time authenti-
cation key.

For the cases under consideration, the length ks = 42—63.
By choosing the length of the reused authentication key
ki = 128, it is easy to see that the first term in Eqn (74) can
be neglected for the number of blocks n; < 2% or the
limitation on the length of plaintext classical messages
M < 2% .128 bits. This length is more than sufficient for
assessing the length of plaintext messages in a QKD session.

The value AH represents the deficit of the intruder’s
information, in bits, per recorded position after a QKD
session, error correction, and security enhancement.

It is crucial to note here that the value AH is calculated
based on the fundamental laws of quantum theory and is
independent of assumptions about the technical and compu-
tational capabilities of the intruder (see details, e.g., in [57,
58)).

Typical values for the length of a quantum communica-
tion fiber line L = 100 km are AH =~ 0.1-0.5 bits.

The dependences of the required number of registered
states n(AH, N, &it, Leip) in each QKD session are displayed in
Fig. 7.

As follows from Fig. 7, the number of registered quantum
states on Bob’s receiving end weakly (logarithmically)
depends on the final e (critical value of the secrecy
parameter) and on the magnitude of Eve’s information
deficit (AH) relative to Alice’s key. This implies that, after
initialization of the QKD system, secret keys can be
distributed for virtually any length of time, and they are
guaranteed to be e-secret with & < gqq. Consequently, the
complexity of a brute-force attack to crack the cipher is also
guaranteed to be no less than a critical value.

We now provide estimates of the quantum state transmis-
sion time.

For the length of a fiber optic communication line
L = 100 km with a standard loss coefficient d = 0.2 dBkm™',
taking into account channel losses (T(L) = 10-3/10 is the
coefficient of transmission through a communication line of
length L), the quantum efficiency of the detectors (7 ~ 0.1),
the average number of photons in information states
(1~ 0.2—0.5), and losses in the system itself (x = 0.1), the
protocol efficiency is eff = anuT ~' (L) ~ 107.
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Figure 7. Required number of recorded states n(AH, N, guit, Leip) in each
QKD session as a function of intruder’s information deficiency (AH) for
given security level (&), number of sessions (N), and key length in a
session (£p). Parameters: curve / (blue) N = 10°, e = 1075, £ = 10%;
curve 2 (red) N = 10°, goi¢ = 1072, Lip = 103

It follows that, to obtain the number of recorded states
n= 10° (see Fig. 7), n/eff ~ 10'° quantum states must be
transmitted by Alice.

Ata clock rate of 100 MHz (10% Hz), each session requires
10'9/10% = 10? s. Consequently, at a frequency of 10 MHz
(107 Hz), the time required is 10'°/107 = 103 s, i.e., approxi-
mately 1 hour per session. At a frequency of 1 GHz (10° Hz),
transmitting 10'° states requires 10'°/10° = 10 s. This implies
that, every 10 s, a one-time 1000-bit-long key of a given
quality can be obtained. The number of such keys— QKD
sessions—is 10%; of course, these estimates only provide
orders of magnitude.

12. Conclusions

This review addresses a fundamental issue of quantum
cryptography: the number of quantum key distribution
sessions that can be conducted from the moment the system
is launched before a new system restart until the crypto-
graphic properties of the quantum keys reach a critical level,
after which they can no longer be used for cryptographic
purposes.

Quantum cryptography systems are essentially those for
expanding the seed starting key, which is required at system
startup to ensure information-theoretical, secure message
authentication in a classical communication channel. In the
current session, a quantum key is generated, part of which is
used for authentication in the next session.

Derived is an explicit formula for the number of recorded
messages in each quantum key distribution session required
to ensure that, after N sessions, the secrecy parameter of the
distributed keys is no worse than a specified level. The
admissible number of sessions N and the final secrecy
parameter ¢ chosen by legitimate users determine the choice
of ¢&-ASU, hash function for information-theoretical authen-
tication, the length of the authentication key, and the initial
secrecy parameter of the seed key for system initialization.
After N quantum key distribution sessions, the system must
be restarted to maintain the required level of key quality.

The technology of quantum cryptography —quantum
key distribution — allows the distribution of secret keys for

virtually any length of time using only one pre-distributed
seed key. These secret keys can be used for encryption in one-
time pad mode, with the guarantee that the key secrecy is
based on the fundamental laws of nature, rather than on
assumptions regarding the technical and computational
capabilities of an eavesdropper, including a full-scale quan-
tum computer.

The fundamental difference from the classical case is that,
in the classical case, the secrecy of each key distributed by
organizational methods must be ensured. In QKD systems, it
is sufficient to only distribute one short primary seed key
using organizational methods. Subsequent keys are obtained
through quantum distribution, and their secrecy is guaran-
teed by the fundamental laws of nature.

To achieve information-theoretical security in QKD
systems, random bit sequences are required, which must be
obtained as a result of the operation of quantum random
number generators [61]. Issues related to obtaining provably
random bit sequences are discussed in [62—64].

It should be noted that the issue of the number of
admissible segments also arises in quantum key distribution
networks with key distribution through trusted nodes [23, 59,
60]. The results presented above can be used to estimate the
admissible number of segments in a quantum network. In this
case, the number of quantum key distribution sessions N
should be understood as the admissible number of network
segments.

The obtained results show that, for experimentally
achievable values of the secrecy parameter & ~ 10~ for
quantum key distribution, the length of the one-time key kg
during authentication in each session turns out to be quite
‘mild.” The length of the reused key also turns out to be small.

The admissible number of QKD sessions N = 10° effec-
tively implies that, after initialization, the QKD system can
operate ‘infinitely long.” For example, let each QKD session
last 1 s (which is a very optimistic estimate). Then, over
100 years of operation, N = 10° sessions will be conducted,
which in practice implies ‘infinitely long’ operation of the
system after initialization.

One of the conclusions from the above discussion is that
the trace distance, on which the concept of abstract crypto-
graphy is based and which sets the degree of distinguishability
of a pair of quantum states corresponding to a real and ideal
situation, is an adequate and sufficient characteristic for
finding lower bounds on the complexity of a brute-force
search — finding actual encryption keys in various situations
of their use [30].

In conclusion, it is necessary to make a fundamentally
important remark for quantum key distribution systems.

Quantum mechanics is not only correct, in the sense that it
correctly describes phenomena in the microworld, but also a
complete theory [65-70]. Of importance for quantum crypto-
graphy is not only the correctness of quantum mechanics, but
also its completeness.

Quantum mechanics is the theory most profoundly
verified in experiments. Over 100 years of testing a vast
number of quantum theory’s predictions, no disagreements
with experiment have been revealed.

As applied to quantum cryptography, the laws of
quantum mechanics provide a fundamental upper bound on
information leakage to an intruder, given an observable
perturbation of the quantum states detected at the receiver.

The completeness of quantum mechanics is fundamen-
tally important for the secrecy of keys in quantum crypto-
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graphy. Briefly and informally, the completeness of quantum
mechanics implies that it is not possible to improve the
probabilistic predictions of the theory that follow from the
description of quantum systems using a wave function—a
state vector or a density matrix. This implies that an
eavesdropper has no additional resources— hidden para-
meters—that could improve his/her measurement results
and, consequently, increase the leakage of information
about distributed keys given the same observable perturba-
tion of quantum states, compared to those that follow from
the description of quantum systems using a wave function
and, more generally, a density matrix [68].
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