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Abstract. Quantum cryptography or, more precisely, quantum
key distribution (QKD), is one of the advanced areas in the field
of quantum technologies. The confidentiality of keys distributed
with the use of QKD protocols is guaranteed by the fundamental
laws of quantum mechanics. This paper is devoted to the decoy
state method, a countermeasure against vulnerabilities caused
by the use of coherent states of light for QKD protocols whose
security is proved under the assumption of single-photon states.
We give a formal security proof of the decoy state method
against all possible attacks. We compare two widely known
attacks on multiphoton pulses: photon-number splitting and
beam splitting. Finally, we discuss the equivalence of polariza-
tion and phase coding.
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1. Introduction

Information protection is one of the key demands of modern
society. In most cases, information security is ensured by
using cryptographic techniques, such as encryption. Encryp-
tion is commonly understood as the transformation of
information that is needed to be secured (plaintext) into an
encrypted message (ciphertext) with the use of a certain
algorithm [1]. At the same time, to realize encryption, the
legitimate parties of the communication need a so-called
cryptographic key, which is a secret parameter (usually a
binary string of a certain length), which determines the choice
of a specific transformation of information when performing
encryption. The key distribution problem is one of the most
important in cryptography [1, 2]. For example, Ref. [2]
emphasizes: “Keys are as valuable as all the messages they
encrypt, since knowledge of the key gives knowledge of all the
messages. For encryption systems that span the world, the key
distribution problem can be a daunting task.”

Several approaches to the distribution of cryptographic
keys can be used. First, the keys can be delivered using trusted
couriers. The main disadvantage of this method is the
presence of the human factor. Furthermore, with the increas-
ing amount of transmitted data keys every year, physical
transfer is becoming more difficult. An alternative approach
is public-key cryptography. It is based on the use of so-called
one-way functions, i.e., functions that are easy to compute
but for which it is difficult to find an argument for a given
function value. Examples include the Diffie-Hellman and
RSA (abbreviation from the surnames Rivest, Shamir, and
Adleman) algorithms (which were developed for encrypting
messages, but are also used for key distribution), which use
the complexity of solving discrete logarithm and integer
factorization problems, respectively. The majority of data
transmitted on the Internet is protected with the use of public-
key algorithms, which are included in the HTTPS (HyperText
Transfer Protocol Secure) protocol.
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Today, efficient (of polynomial complexity) classical
algorithms for solving factorization and discrete logarithm
problems are unknown, but there is the efficient quantum
Shor algorithm [3]. Therefore, when a quantum computer
becomes available for an adversary, the widely used algo-
rithms for key distribution would no longer provide informa-
tion security. Besides, the impossibility of the existence of
efficient classical algorithms for solving these problems has
also not been proven, and it is only a conjecture. There are
currently no quantum computers capable of implementing
Shor’s quantum algorithm for fairly large numbers, but
such devices may appear in the near future. Also, alternative
approaches to solving the factorization problem are being
developed, for example, using variational quantum algo-
rithms [4]. Thus, ensuring the confidentiality of data requires
an early transition to cryptographic methods that would be
resistant to attacks using a quantum computer [5].

One possible solution for key distribution in the ‘post-
quantum era’ is to use quantum key distribution (QKD),
which was proposed by C Bennett and G Brassard in 1984 [6],
and also independently by A Ekert in 1991 [7]. Quantum key
distribution is based on the idea of encoding information into
the quantum states of individual quantum systems. For
example, the most common QKD protocol BB84 [6] uses
photon states (for example, polarization) in two mutually
unbiased bases [8]. The idea of using mutually unbiased bases
was introduced by S Wiesner in the 1970s (his paper [9] was
published later, in 1983) within the concept of ‘quantum
money’. Fundamental limitations of quantum mechanics,
such as the no-cloning theorem for a quantum state and the
Heisenberg uncertainty principle, restrict the ability to read
quantum information without changing it.

The first complete mathematical proof of the security of
the BB84 protocol was obtained in 1996 by D Mayers [10, 11].
Further proofs have followed, for example, Refs [12, 13]. The
general mathematical theory of quantum key distribution,
which is based on information theory and entropy character-
istics, was developed by R Renner [14] and then improved in
subsequent papers, among which we highlight Refs [15, 16].
One recent result in this area is the development of the
‘entropy accumulation’ technique [17], which allows one to
map the security proof for the case of so-called collective
attacks (easier to analyze) to the case of general attacks
(coherent attacks) that are difficult to analyze directly [18,
19]. For the case of BB84, it simplifies the security proof and
also allows one to prove resistance against general attacks
more generally, for example, in the case of detection-
efficiency mismatch [20]. For the operational meaning of the
security parameter used in quantum key distribution, see
Refs [21, 22].

However, in practical implementations of QKD proto-
cols, differences from ideal abstract protocols naturally
arise [19, 23]. These differences have a significant impact on
the cryptographic security of implementation. For example,
the BB84 protocol assumes the encoding of information into
states of single photons. However, the generation of single
photons ‘on demand’ and at a high rate is a technically
difficult task; therefore, instead of single photons, QKD
uses weak coherent pulses [24]. This makes it possible to
realize a photon-number splitting attack [25]: the adversary
can measure the number of photons in a pulse in a
nondisturbing way, take one photon from all multiphoton
states, and block all single-photon (i.e., secure) states, or at
least some of them. This allows the adversary to extract the

entire key or a significant part of it without introducing
errors, which violates the basic property of the protocol
about the relationship between the error level and the
amount of intercepted information and, thus, makes the
protocol implementation unreliable.

The vulnerability of quantum key distribution to such an
attack can be eliminated by using the decoy state method,
which was proposed in Refs [26-29]. The method is based on
the fact that the sender does not use one fixed value for the
intensity of coherent states, but each time randomly selects
the intensity from a known finite set (also known to the
adversary). One of these intensities (the largest) is the signal
one, and it is used to generate a key; the rest are decoys, and
they are used to estimate the level of the adversary’s
intervention in the multiphoton pulses.

Being just a parameter in the probability distribution
(namely, the Poisson distribution), the intensity is a non-
observable quantity, so that only the photon number that is
the realization of this random variable is observed. Therefore,
the adversary does not know what intensity was used in a
given position and carries out their actions based only on the
observed number of photons.

After finishing the transmission of quantum states,
the sender announces the intensity of each position. The
legitimate parties then collect registration statistics for each
intensity separately. The states with lower intensities can be
called decoy states in the sense that, for an adversary, who
does not know the intensity parameter at the time of the
attack, they are indistinguishable from the signal states, but
after the intensities are announced, they become a sort of ‘tag’
which can be used to make separate statistics.

From a mathematical point of view, the statistics of
detecting states with different intensities gives the legiti-
mate parties additional equations for a better estimation of
unknown parameters, such as the number of positions in the
sifted key obtained from single-photon pulses (i.e., those that
cannot be intercepted without introducing errors) and the
fraction of errors in them. In particular, blocking all single-
photon states by the adversary would lead to the blocking of
almost all low-intensity decoy states.

Today, the decoy-state BB84 QKD protocol has been
theoretically studied in detail [20, 26-33], demonstrated in
experiments [23, 34], including Russian domestic systems [35],
and it is considered to be a candidate for the international
standard [36]. Nevertheless, doubts about its security against
all possible attacks, not just photon-number splitting attacks,
have been expressed [37, 38]. For this reason, in this article, we
not only describe the decoy state method but also provide the
formal security proof of the decoy state method against all
possible attacks. This fact is usually not explained in the
literature, since it is regarded as obvious. The proof would
not refer to a photon-number splitting attack. However, as
demonstrated, the photon-number splitting attack is optimal
for the adversary, which explains the fact that counter-
measures only against this attack are considered in the litera-
ture.

Separately, we compare the photon-number splitting
attack with another common attack, namely, the beam
splitting attack, and clearly demonstrate the lower efficiency
of the latter. At the same time, at realistic levels of losses, as
has been shown, these attacks give similar results.

The text is organized as follows. In Section 2, the BB84
protocol is described. In Section 3, the problem in this
protocol, which is related to the encoding information using
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coherent instead of single-photon states, is discussed, and
the photon-number splitting attack is considered. In order
to formulate further results concerning the security of the
protocol, in Section 4, the concepts of achievable and
maximally achievable secret key rates are introduced, and the
well-known Devetak—Winter formula [39] for the maximal
secret key rate is presented. Section 5 is devoted to reducing
the multiphoton case to the single-photon case if the
transmitted states are statistical mixtures of Fock states
(states with a certain number of photons). The theorem in
this section formally justifies the decoy state method and its
security against all possible collective attacks. Here, the
optimality of the photon-number splitting attack is justified.
Section 6 completes this analysis: an equivalent formulation
of the protocol in terms of an entangled state allows using the
entropy accumulation technique and justifies the security of
the protocol to all possible (not just collective) attacks.
Section 7 is devoted to describing the decoy state method. In
Section 8, another attack, namely the beam splitting attack,
is considered, which, unlike the photon-number splitting
attack, has been implemented experimentally. In Section 9,
we compare the photon-number splitting and beam splitting
attacks and explain why the latter is less efficient. Finally, in
Section 10, we respond to the doubts expressed in Ref. [40]
about the applicability of the decoy state method in the case
of phase encoding rather than polarization encoding, and
demonstrate the complete equivalence of these encodings.

It should be noted that the field of quantum information
processing has already become the subject of several reviews
in Physics—Uspekhi. In particular, a number of problems in
quantum computing were considered in Refs [41, 42], and
several aspects of quantum key distribution were considered
in Ref. [43]. The progress of recent decades on the develop-
ment of industrial devices for quantum key distribution has
taken research in this area to the next level, where a number of
important practical aspects of the implementation of such
systems have come to the fore. In particular, one of the central
problems of this area is to analyze the resistance to attacks of
quantum key distribution protocols, which is the subject of
this review. The main result is a rigorous justification of the
security of the decoy state method in quantum cryptography.

2. BB84 protocol

In this section, we describe the BB84 protocol [6] under the
assumption of a single photon source on the sender side. Each
QKD protocol can be divided into two main stages:
transmission of quantum states and post-processing of the
measurement results. Following Ref. [1], the communication
participants that desire to obtain a shared key we call the
sender and the receiver, while the eavesdropper side is the
adversary. Sender and receiver together are also referred to as
legitimate parties.

In the first ‘quantum’ stage of the BB84 protocol, four
quantum states are used, which form two orthogonal bases
z={]0),,|1).} and x = {|0),,|1),} in the two-dimensional
Hilbert space C2. The quantum system that corresponds to
this space is called the ‘quantum bit’ or ‘qubit’. The values 0 or
1 indicate which classic bit is encoded by the corresponding
basis vector. Elements of the bases are expressed in terms of
elements of another basis according to the relations

_ 0.+ 1), _10). = 1),

If the information is encoded into photon polarization,
then the vectors |0), and |1), can correspond, for example, to
horizontal and vertical polarizations. In this case, |0), and
|1), correspond to two diagonal polarizations that are rotated
by 45° and 135°, respectively, relative to the horizontal
direction. We assume polarization coding for convenience of
the presentation, but, in fact, no restriction is imposed on the
method of information encoding: Formally, |0)_, |1)., |0),,
and |1), are vectors in the Hilbert space and one can use any
encoding which fulfills relation (1). In particular, we explain
the equivalence of the polarization and phase encodings
below in Section 10.

As is seen from (1), when measuring a qubit in a basis
different from the preparation basis, the result is a random
value. In the case of coincidence of the preparation and
measurement bases, the result perfectly correlates with the
prepared state of the qubit (in the ideal case, i.e., in the
absence of errors in the channel and measuring devices).

Let us now describe the BB84 protocol.

(1) The sender randomly chooses a basis from the set
{z,x} and the value of the transmitted bit of information: 1 or
0. Bits are selected with equal probabilities of 1/2.

(2) Then, the photons prepared in the corresponding
states are transmitted through the quantum channel.

(3) The receiver randomly chooses a measurement basis, z
or x, for each qubit and measures the state of the qubit in the
selected basis. If the preparation and measurement bases
coincide, the received bit value coincides (ideally) with the
sent one. If the bases do not coincide, the bits of the sender
and the receiver do not correlate (that is, they may or may not
coincide with equal probabilities) due to the fact that the
bases are mutually unbiased (1). Usually, the communication
channel contains large losses; therefore, not all positions are
registered by the receiver.

(4) The above steps are repeated many times, i.e., a large
number of quantum states are transmitted. As a result,
legitimate parties receive two sequences of bits kY and
kg™, which are called raw quantum keys.

Since a perfect copy of a quantum state cannot be created
and the adversary does not know the basis in which the bit is
encoded in a given position, the adversary needs to employ
imperfect copying techniques that induce distortions.

In the original version of the protocol, the bases are
chosen with equal probabilities. Later, an improved variant
of the protocol was suggested, in which one of the bases (for
example, the z basis) is chosen more frequently than the other
one [44]. This reduces the number of basis mismatches and,
therefore, the portion of sifted positions, i.c., it increases the
key rate. Let us denote the probabilities of choices of the bases
as p. and p, = 1 — p.. In the limit of an infinite number of
pulses N, one can put p, — 1, p, — 0. For example, one can
take p, = O(1/+/N): this is enough for the statistical estima-
tion of the parameters related to observations in the x basis,
since the statistical fluctuations have an order of O(1/v/N).
Then, the following modification of the protocol can be
adopted: only positions in which both parties used the
z basis are used for key generation. The bits encoded in the x
basis do not participate in the formation of the secret key;
they are only needed to estimate the level of eavesdropping.
Note that a version of the protocol in which the bases are
chosen pseudo-randomly using a pre-distributed random
sequence is considered in Ref. [45].

At the second stage, the legitimate parties carry out the
classical post-processing of raw keys using communication
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over a public authenticated channel [18, 46, 47]. It consists of
the following steps:

1. Announcements. The receiver announces the position
numbers in which the signal was registered. The sender and
receiver declare the bases used in all positions. When using the
decoy state method, the sender also announces the type of
each pulse (signal or decoy). The sender and the receiver can
also announce bits in positions that do not participate in the
formation of the secret key: in positions in which the parties
used the x basis and in the decoy pulses.

2. Key sifting. Positions in which decoy intensity were
used, registration did not occur, or at least one of the
legitimate parties used the x basis are sifted out. The resulting
keys, k3 and k§", are called sifted keys. Ideally, they
should match, but as a result of natural noise in the channel
or adversary actions, they do not match. Moreover, the
adversary may have partial information about them.

3. Error correction. One of the sifted keys (for example,
belonging to the sender) is considered to be a reference.
Differences between it and the sifted key of the other side
are considered to be errors. One can use error correction
codes or interactive error correction procedures to correct
errors. Low-density parity-check (LDPC) codes are quite
common. Often, this procedure ends with verification: the
identity of the sifted keys is checked using hash functions (see
Ref. [48]). As a result of this stage, the legitimate parties
receive identical verified keys k) = kg with a high prob-
ability. An efficient method for error correction in the BB84
protocol error correction based on LDPC codes is described
in Ref. [49]; see also Ref. [50].

4. Estimation of the level of eavesdropping and making a
decision about creating the key or renouncing it (aborting
the protocol) based on the observed data. Quantum crypto-
graphy is based on the fact that information encoded in
nonorthogonal quantum states cannot be read by a third
party (which does not know the basis in which the key bitin a
given position was encoded) without ‘spoiling’ these states.
Therefore, interception by the adversary would lead to an
increase in the number of errors (i.e., mismatched positions in
sifted keys) between the legitimate parties. In this version of
the protocol, where only the bits encoded in the z basis are
involved in the formation of the key, only the fraction of
errors in the x basis is needed to assess the level of
eavesdropping. If the error rate exceeds a certain critical
threshold, the protocol is aborted. Otherwise, the parties
proceed to the last step. Thus, in quantum cryptography, it
is impossible to eavesdrop without being detected.

5. Privacy amplification. The sender randomly chooses a
so-called hash function from a family of 2-universal hash
functions and sends it to the receiver via a public channel.
Both then compute the hash value of their (identical) sifted
keys. As a result, they get a common shorter key (final key)
kfin = kfin, but the information of the adversary about which
is negligible. With an infinitely large length of the sifted key, it
can be made arbitrarily small. The more information the
adversary has about the sifted key (as a result of eaves-
dropping and as a result of disclosure by legitimate users of
some of the information during error correction), the more
compression of the key in the privacy amplification procedure
is required, i.e., the shorter the final key and the lower the key
rate.

As can be noted, the post-processing procedure requires
the parties to communicate via the classical channel. It is
assumed that the adversary is freely able to listen to this

channel but cannot change the messages transmitted over
it or send their own. This is provided by message authentica-
tion codes. In quantum cryptography, information-theoreti-
cally secure Wegman—Carter codes [51] are often used (i.c.,
provably secure without assumptions about the adversary’s
computing power). They require legitimate parties to have an
initial short secret key. It is sufficient to have an initially
shared secret for the first key distribution session. Further, in
each session, part of the generated key is kept for use in a
message authentication code in the next session and is not
used for other purposes. (See Ref. [52] for the latest
developments in the reduction of the portion of the key that
is consumed during authentication.)

Here, we assumed that the sender is sending single-photon
states. This corresponds to the fact that their Hilbert space is
C2. At the end of the Introduction, there are references
regarding the history of the security proof for the single-
photon BB84 protocol.

3. Information encoding in weak coherent pulses.
Photon-number splitting attack

Let us now take into account that, in practice, information is
most often encoded not into true single-photon states but into
weak coherent pulses. This means that the Hilbert space of the
sender is not C2, but % (C?) (the boson Fock space over C?).
The orthonormal basis in this space is formed by the vectors
|vac) and |jo, j1)., where |vac) is the vacuum state, and

(aly)" (ah)”

Vijolji! Ivacp, .

ljo, j1). =

Jos j1 =0 (]0,0). = |vac)), a_jo, ajl, ay, ay are creation
and annihilation operators of a photon in the states
0).,[1), € C?, respectively. Another orthonormal basis is
formed by vectors |vac) and |jo, /i)y Jjo, j1 = 0, where

(alg)”(al))"
Violji!
f i

T T
T ay +a; i ayy —4a; (4)

" s a., = ————
x0 \/z x1 \/E

|j07j1>x = |V3.C> ) (3)

a

are creation and annihilation operators of photons in
states [0),]1), € C?, respectively. In particular, vectors
|0),,]1), € C? can be identified with vectors |1,0),,[0,1), €
F (C?), respectively, b € {z,x}.

Then, the transmitted coherent state has the form

)y = exp (1) hac) +exp (~4) i LW o

where u € {0,1}, b € {z,x},
W50 =17:0)» W) =10.1),,

b € {z, x}. Here, o € Cis the parameter of the coherent state,
= \fx\z is the pulse intensity, o = /i exp (i0). The protocol
demands a random change in the phase 0 of the coherent
state from pulse to pulse. This is provided either by a laser
operating mode (passive randomization) or by introducing an
additional element, which is connected to a random number
generator and randomizes the phase, into the optical system
of the sender (active randomization) (see also Remark 1 in
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Section 5). Then, the adversary and the receiver do not
‘observe’ a pure coherent state but a mixed one with the
density operator

1 (% . .
Pl =3z |, 401VE exp ()0, (VF exp ()i

- ll'/ b b
= exp (—pu)|vac)(vac| + exp (—p) T W) Wl - (6)

Here, for simplicity, we assume that the basis b and the bit u
are fixed; otherwise, it is necessary to average over them. This
mixed state can be interpreted as follows. The vacuum state is
sent with the probability exp (—u), whereas the state with the
j photon in the corresponding polarization is sent with the
probability exp (—u)u’//j!. Thus, the number of photons in
the pulse is distributed according to the Poisson distribution
with the parameter (average number of photons) u. Usually,
u < 1 is chosen; therefore, such impulses are referred to as
weak coherent.

The presence of more than one photon in some pulses
allows the adversary to carry out a so-called photon-number
splitting attack [25]. Sometimes this is understood as an attack
of a special type, but we mean a whole class of attacks, which
we describe now. Each attack of this class begins with the
adversary measuring the number of photons, i.e., applying an
observable which corresponds to the probability projection-
valued measure {P;},, where

Pr=>" ljo.n). Goo il = > Liosin)y Gosinl - (7)

Joti=j Jotih=j

For an outcome j, state (6) transforms into P;p/, P;/
Tr (pﬁupj)~ This measurement is also called nondemolition,
because the photons are not destroyed, and their polarization
is not changed. In practice, such a nondemolition measure-
ment has not yet been implemented, but it is possible in
theory, since the corresponding probability projector-valued
measure exists. If the adversary observes that there are two or
more photons in the transmission (j = 2), then they take one
photon into their quantum memory and send the rest to the
receiver. After the bases are announced via the public
channel, the adversary would find out which basis in a given
position the key bit is encoded. They measure with this basis
and recognize this bit. In this case, the state of those photons
that were sent to the receiver does not change. This violates
the basic principle of quantum cryptography that the
observation leads to changes in the state and occurrence of
(or increase in) errors. If the pulse contains one photon, the
adversary can still find out the information encoded in it only
at the cost of changing the state and, accordingly, introducing
errors. Therefore, the adversary can block all or part of one-
photon states, i.e., stop their transmission to the receiver,
simulating natural losses in the communication channel. They
can attack unblocked single-photon states in the usual way (at
the cost of introducing errors).

The blocking of some pulses by the adversary leads to an
increase in the level of losses, which can be detected by the
legitimate parties. Therefore, it is assumed that the adversary
can replace the communication line and even detectors with
ideal ones and then block as many single-photon pulses as
possible to reproduce the natural level of loss. The higher the
level of natural losses (which depends primarily on the length
of the communication line (see Section 7)), the more single-
photon states the adversary can block. If the natural losses in

the channel are so large that the adversary can block all single-
photon states, then the adversary would have full information
about the key without introducing noise, since all the signals
that reach the receiver would be multiphoton. Thus, the
quantum key distribution protocol is completely compro-
mised.

4. Secret key rate

The final (secret) key rate is understood as the limit of the
ratio of the length of the final key to the length of the sifted
key, as the number of pulses tends to infinity. The achievable
secret key rate means the secret key rate at which it is possible
to ensure the requirement of an infinitesimal amount of
information of the adversary about the final key (in the
mentioned limit). As mentioned above, this requires a certain
level of compression in the privacy amplification procedure.
Of course, if a certain rate is achievable, then lower rates are
also achievable. The maximally achievable (or simply max-
imal) secret key rate is called the exact upper bound of the set
of achievable rates. (For formal definitions, see Ref. [39].)

Note that sometimes the key rate is defined as the limit of
the length of the final key to the number of pulses. Since the
length of the sifted key is proportional to the number of
pulses, these definitions coincide up to a constant factor.

The formula for the maximum secret key rate can be
written using the Devetak—Winter theorem [39] (see also
Section 6). Its formulation involves a three-particle state of
the sender, the receiver, and the adversary, which emerges
after the sifting procedure. Our immediate goal is to write the
formula for this state.

Let us introduce a register (formally, a quantum system)
A of dimension 2, which stores the bit value of the sender. We
denote a subsystem that contains the transmitted quantum
state (6) as A. Then, the joint state A and A when using the
z basis has the form

D BN .
u=0

where p;, is given by Eqn (6).

Due to the action of natural noise, natural losses in the
channel, and/or actions by the adversary, the state pg,
undergoes the action of some quantum channel, i.e., linear
completely positive trace-preserving map Yo: T(H#) —
I (A @ H%), where Hp = #p = F (C?) are Hilbert spaces
of the sender and the receiver. #% is some (unknown) Hilbert
space of the adversary, and T is the space of nuclear operators
in the corresponding Hilbert space.

The quantum efficiencies of the detectors (which are
different in general) and the probabilities of dark counts
(also, in general, different) can also be included in the channel
Yo: in the first case, the state with photons turns, with some
probability, into the state without photons, and the other way
around in the second case. It should be noted that enabling
these effects makes Y basis-dependent. The transformation
of the state in the communication line does not depend on the
basis, since the adversary does not know the basis at the time
of the attack, and the natural noise and losses do not depend
on the basis. But the further transformation of the state
associated with the measurement is already dependent on
the measurement basis. We are now interested in positions in
which both sides use the z basis, since only such positions
participate in the key formation. The measurement in the
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x basis would correspond to another transformation, but we
will not need it.

After this, an ‘ideal’ measurement (we have already taken
into account imperfect detector efficiencies and dark counts
in Yy) corresponds to the probability projector-valued meas-
ure {Py, Py, Py, Py}, where P, = |vac)(vac| corresponds to
the no click event in both detectors, Py = > 1,0, (7,0l
and Py = >>7%,10, 7). (0, j| correspond to the click of exactly
one detector, and Py; = Zﬁe:l |7, k).(J, k| corresponds to the
click of both detectors.

So, the vacuum component of the receiver state is not
registered. Therefore, the corresponding positions are sifted
out and do not participate in the key formation. Recall that
our immediate goal is to write a formula for the three-particle
state of the sender, the receiver, and the adversary, which
emerges after the sifting procedure. We denote

Y(py) = [(Is — Ivac) (vac]) & ]
X Yo(pa) (I — vac){vac]) @ I¢]

for any p, € T(#a). Here, Iy and Ig are the identity
operations in the spaces #p and #g, respectively.
Obviously, the map Y does not preserve the trace, it only
does not increase it: Tr Y (p,) < Trp,. The reason for the
nonconservation of the trace is that Y includes sifting, which
reduces the trace.

Then, the desired formula for the three-particle state of
the sender, receiver, and adversary after sifting has the form

A 2QS"Z|

u=0

=(0%) ' (ldx®Y)(p (ul @ Y(pg,),

©)

PABE

where
0¥ = Tr (Id5 ® Y)(p%,)

is the probability of the registration of a signal pulse (as
indicated by the superscript s, later we would need the
probabilities of registration of decoy pulses), and Id 5 is the
identity quantum map of density operators in the space of
register A, i.e., C2.

According to the Devetak—Winter theorem [39], the
maximal secret key rate is as follows:

R = H(A|E) — H(A|B), (10)
where

H(K‘B):H(pr)—H(pB), (11)

H(A[E) = H(pxy) — H(pg)

are quantum conditional entropies.

Here, we have used the following convention regarding
the denotations of the states of subsystems of a composite
system: if the state of the composite system is p4pe. then
Pap = TTE PRpe> PB = TT3RE PRpes PE = TIRp P AgE> €t In
turn, H(p)= —Tr(plogp) is the von Neumann entropy,
log = log,. Since the state pzpe is classical-quantum (it is
classical on A and quantum on BE), both terms on the right-
hand side of Eqn (10) are nonnegative.

The first term on the right-hand side of Eqn (10)
characterizes the ignorance or the lack of information of the

adversary about the sender’s key bit. The second term
(without the minus sign before it) characterizes the ignorance
(the lack of information) of the receiver about the same bit.
Denote m as the minimal amount of information that the
sender has to disclose about their sifted key, so that the
receiver would be able to correct all errors and get a key that
matches the sender’s key. If error-correcting codes are used
for this purpose, then m is the length of the syndrome.
However, iterative error correction procedures can also be
used. The second term on the right-hand side of (10) is the
ratio m/n as n — oo. We assume that an optimal error
correction code (in the Shannon sense) is used. Otherwise,
the factor /> 1 has to be added before the second term. So,
for example, the value of the factor f'= 1.22 is achievable for
modern error-correcting codes [49].

According to the Fano inequality, the quantity
can be upper bounded by A(E®?), where

h(x) =

H(A[B)

—xlogx — (1 —x)log (1 —x)

is the binary entropy, and E% is the fraction of errors in the
sifted keys. The superscripts s and z indicate that we are
talking about signal states and positions, in which both sides
used the basis z. Recall that only these positions are involved
in the secret key formation. This value becomes known to the
legitimate parties after error correction and key verification:
After verification, the keys are likely to coincide; therefore, by
the number of positions in which corrections have taken
place, the legitimate parties know the error rates in the sifted
keys. Then, to obtain a formula for the achievable secret key
rate, the legitimate parties have to evaluate the first term on
the right-hand side of Eqn (10), i.e., the adversary’s
ignorance. Estimation of the first term is crucial in proving
the security of any QKD protocol.

5. Reducing the multiphoton case
to a single-photon one

Let us reduce the problem of upper bounding H(A|E) for
the state pzpp, which includes multiphoton pulses, to an
estimation of the quantum conditional entropy for a state
that includes only single-photon pulses. We write

1
exp (=) Z |u) 5 (u| ® |vac)(vac],
u=0

_m 1 .
Pin =30 sl © Pipj,Py

Z Ju)

u=0
>2
pie) = (0, Mz 7)),

OF =Tr(ldz @ Y)(pY)), j=0.1,

ueXP
alul @ [u).(ul,

where P; is the projection onto the j-photon subspace in
F (C?) (see Eqn (7)), and O/ is the joint probability that the
sender’s signal pulse contains exactly j photons and is
registered by the receiver. Then, the ratio of the j-photon
pulses to the pulses registered by the receiver and participat-
ing in the formation of the sifted key is 0/ Q.
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Theorem. For any linear completely positive trace-non-
increasing map Y, the following inequality holds:
57 Sz
HRIE) > 0+ 3
where H(A|E) is calculated for state pyyy and H(K\E)(l) is

calculated for state p%}lE.

H(A[E) ) , (12)

Quantum conditional entropy can be expressed in terms
of the quantum relative entropy:

H(AJE) = ~D(pgllTx @ pe).

Recall that the quantum relative entropy is defined as

D(pllo) = —Tr(plogo),

Tr (plogp)

and it is jointly convex with respect to its arguments [53, 54]
D(ppy + (1 =p)ps || por + (1 = p)a2)
< pD(pillor) + (1 = p)D(psll02)

for any states p; 5, 012and 0 <p < 1.

Then, the statement of this theorem is a simple conse-
quence of the fact that the state p;, is a mixture of states with a
certain number of photons (6), linearity of Y, and joint
convexity of the quantum relative entropy. Indeed,

P = Popp Lo+ PrpyPr+PsapyPso,

where P>, = Zjoiz P;. Therefore, in view of the linearity of
Y’

page = (0%) 7 (Id5 ® Y)(px,)
oF o Lo o 0% 2
Q%pABE vaABE Qs ABE ’
where
2 >
peY = (0%, Trldz e V(7).

Q>2 =Tr (IdX ®Y)(‘5K/A >)7

1
~(=2 1 z
P = Egowmxw\w;zpwpﬂ

Then, due to the joint convexity of the quantum relative

entropy,

Q Z Z

Q(; H(A[E), QS,
S/‘ SZ Q Z

QSA (A|E) >2> ; + l

QSZ QSZ

Q.E.D. Here, conditional entropies
(A|E) > ) are calculated for the states p(_> and p(;Bé ,
respectlvely They are nonnegative, because these states are
classical-quantum. We have also used here the fact that

(K|E)(0 = (X) = 1, which follows from the form of the

H(A|E) > H(AIE)

H(AE), ,

(A|E) ) and

states p and pf . Informally, the vacuum contains no

mformatlon about the sent bit.

The theorem proves that the decoy state method is
universal, i.e., secure against arbitrary attacks (for arbitrary

maps Y), and not only against the photon-number splitting
attack. More precisely, the theorem claims the universality
of the lower bound (12), whereas the decoy state method
provides lower bounds for Q3" and Q;7, as well as bounds for
quantities participating in the estimation of H(K|E)<l>

Estimate (12) becomes exact in the case of the photon-
number splitting attack, since this attack is optimal. Indeed,
this attack provides knowledge of all the bits that are encoded
in multiphoton pulses to the adversary, which is the basic
assumption of this estimate.

Is it always possible to perform a photon-splitting attack?
The removal of a photon from a multiphoton signal by the
adversary reduces the registration probability of this signal,
that is, increases the level of losses. As mentioned above, the
adversary can compensate for this by reducing the level of
natural losses in the communication channel or even in the
optical scheme of the receiving side. However, if the natural
losses are so small that even their reduction to zero does not
compensate for the losses introduced due to the removal of
photons from multiphoton signals, then the adversary cannot
perform a full photon-number splitting attack. Therefore,
estimate (12) ceases to be precise (but, of course, remains
true): H(K|E)(>2) > 0. Nevertheless, at realistic losses, the
adversary can perform a photon-number splitting attack, and
estimate (12) is precise.

Let us now pay attention to the first term of the right-hand
side of Eqn (12). It is related to the registration of a vacuum
pulse. The registration of a vacuum pulse can occur due to
the actions of the adversary, who can send their signal to
the receiver. It can also happen due to a dark count in the
receiver’s detectors. However, if key distribution is possible,
the fraction of dark counts in the total number of counts (i.e.,
the ratio 03°/Q*) is small. Key distribution is only possible
with a relatively low error rate. The well-known theoretical
maximal tolerable error rate for the BB84 protocol is 11%
(under the assumption that the error rate is the same for both
bases (see Remark 2 below)) [11, 12, 18]. In practice, the
maximal tolerable error rate is even lower due to the presence
of multiphoton pulses and due to statistical fluctuations.
Since a dark count is erroneous with a probability of 1/2,
this means that the fraction of dark counts in the total number
of counts on the receiver side does not exceed 6%. For this
reason, instead of an accurate estimate (12), a rougher
estimate is often used:

_ SZ
H(A|E) > le:

H(A[E),, (13)

We emphasize that the fraction of dark counts affects the
closeness of estimate (13) to the exact estimate (12), but not on
the validity of Eqn (13), which follows directly from Eqn (12)
and the positivity of values O and Q*. This means that
Eqn (13) allows secret key generation at any dark count rate,
but at a slightly lower speed than is allowed by formula (12).

In what follows, in the decoy state method, dark counts
are strictly taken into account in the value Y, (see Eqns (22)—
(24) in Section 7). At realistic communication channel lengths
and without eavesdropping, i.e., during the ‘normal’ opera-
tion of the system, the dark counts (rather than, for example,
errors due to inaccurate alignment of the optical scheme)
make the main contribution to the error rate.

Remark 1. Here, the requirement of phase randomization
(6) is crucial. As mentioned above, it can be achieved in two
ways: at the hardware level, when a laser emits a pulse with a
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random phase, independent of the phases of previous
impulses, or using active randomization, i.e., with the use of
a device connected to a random number generator for the
random choice of the phases of outgoing pulses. In the latter
case, randomization according to a uniform or another
continuous distribution is not possible: only a discrete
approximation is possible; therefore, it is necessary to take
into account the corresponding correction [55].

The Devetak—Winter formula (10) for the maximal secret
key rate was initially obtained for the case of a so-called
collective attack. Keep in mind that attacks on quantum
cryptography protocols are divided (by increasing degree of
generality) into individual, collective, and coherent [18]. In a
collective attack, it is assumed that the adversary attacks all
the transmitted states in the same way, so that, after sending
n pulses, the state p2” is formed (see Eqn (9)). Then, the
adversary performs a collective (i.e., of the general form)
measurement over their own parts.

In the most general case, the adversary performs an
arbitrary quantum transformation over n pulses, which is
not necessarily a tensor power of the transformation over one
pulse. These attacks are called coherent attacks. In the
asymptotic case n — oo, which we restrict ourselves to in
this paper, the consideration of coherent attacks is reduced to
the consideration of collective attacks using the de Finetti
quantum representation [14]. Therefore, formally, the use of
the Devetak—Winter formula is not a limitation. However, the
corrections associated with the finiteness of #, when using the
de Finetti representation, turn out to be large enough for
realistic n; therefore, in practice, the de Finetti representation
is usually not used. Let us explain why the consideration of
the photon-number splitting attack does not limit the general-
ity in this case either.

For n pulses, instead of state (8), we now have the state

: 1 .
Pin=g O Wxll@ps, (14)
ue{0,1}"
where u = uy, ..., u, is a binary string, |u) = |u;) ® ... ® |u,),

p;u:pjm@"'@plfuu’

and bold marking of the registers (A, A) means that registers
are ‘vectors’.
Since

= PipiP;,
=0

it can be stated that

o0 o0

D (Pipin Pi) @ ® (P, i, P - (15)

Each term on the right-hand side of Eqn (15) represents a
state (up to normalization) with a certain number of photons
in each position. Since transformations of quantum states are
linear (or affine) maps, any state transformation (15) is a
convex sum of the results of state transformations with a
certain number of photons in each pulse. Therefore, the
consideration of only such states does not limit the general-
ity. Measurements of the number of photons in each pulsein a
photon-number splitting attack do not change the state (15)
(since it already has a diagonal form with respect to the

operators P; ® ... ® P; ), but simply allow the adversary to
find out the number of photons in each pulse. In this sense, the
photon-number splitting attack is optimal: if each pulse has a
certain number of photons and one can find out this number
without introducing noise, then it is optimal to do this, that is,
to measure the number of photons in each pulse.

A rigorous estimate of the entropy characterizing the
ignorance of the adversary for a state of form (15) for a finite
n was performed in Ref. [56]. The purpose of this considera-
tion was to justify the fact that the consideration of states with
a certain number of photons in each pulse does not limit the
generality.

6. Formulation in terms of entangled states

For the generalization of the Devetak—Winter results for the
case of coherent attacks, one can use the entropy accumula-
tion technique [17]. It consists of estimating the smoothed
Renyi min-entropy for a state in (# ® #p @ #%)°" (which
is necessary to estimate the ignorance of the adversary during
a coherent attack) through the von Neumann entropy, which
is the first term on the right-hand side of the Devetak—Winter
formula (10). Therefore, if it is possible to apply this
technique, the Devetak—Winter formula gives the maximally
achievable secret key rate in the case of coherent (i.e., general)
attacks. Also, the entropy accumulation technique makes it
possible to take into account the effects associated with the
finite size of the statistical sample (finite number #), which is
outside the scope of this work: recall that we are working in
the limit of infinitely large n.

In Ref. [17], this technique was used to prove the Devetak—
Winter formula for the BB84 protocol with a single-photon
source in the case of general attacks. However, it uses
an equivalent entangled state representation of the BB84
protocol. Therefore, the purpose of this section is to
formulate the BB84 protocol with phase-randomized coher-
ent states in terms of an entangled state.

Recall that #5 denotes the Hilbert space, corresponding
to a quantum information carrier: C? in the single-photon
case and # (C?) in the general case. A denotes a binary
register which stores the sender’s bit value. Let us introduce
yet another Hilbert space H~, which is related to the sender.
In the BB84 protocol, the sender transmits the states
ph€ T(An), b€ {z,x}, ue{0,1} of the form (6) with the
probabilities p,/2. To define the protocol in terms of
entangled states, let us assume that an entangled state p €
I(A#5 @ A) of the composite system Hy @ Ha is generated
on the sender side. The sender measures subsystem A,
whereas subsystem A, as previously, is sent to the receiver
via the communication channel. Let the sender’s observation
of subsystem A be given by the probability projector-valued
measure IT = {TL },c0.1y, pey-, v 10 the space #%. We require
the fulfilment of the following conditions,

_m»

TI‘X (Huh pnub) = P ,0,?1, ) (16)

for all u and b, where Tr, is the partial trace in the space #%.
Then, the sender can prepare the states p/’l’“ with the
corresponding probabilities by measuring the observable IT
of the subsystem A, so that we obtain a mathematically
equivalent scheme of the protocol. For its security, the state
p must be entangled; the title of this scheme of the protocol

comes from this fact. If, in reality, an entangled state is not
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generated and the sender does not measure one of the
subsystems of an entangled state, then the system #% and
the measurement in it are ‘fictitious’, so they are used only for
a mathematically equivalent formulation.

In the single-photon case (when #, = C? and the states
P /fu contain the single-photon component only), one can take

A = C?, p = |®)(®|, where

1
|®) = —2<|1,0>z ® |1,0). +10,1). ®0,1).)

_ b

\/§<|1’0>X® 11,0),+10,1), ®10,1),) € C* ® C?

(17)

and I1,, = py|u),(u|. The security of this protocol, which is
based on the entangled state |®), is proved in Ref. [17] using
the entropy accumulation technique. In this case, in the result
of the measurement of the observable I, A stores the sender’s
bit value. So, register A can be identified with A. However,
generally speaking, they are not identical.

In order to extend the results of Ref. [17] for the multi-
photon case, one needs to present the protocol scheme in
terms of an entangled state in such a way that the projection
onto the single-photon subspace followed by the normaliza-
tion again gives state (17) and observable {py|u),(u|}. State
(17) cannot be directly generalized to the multiphoton case,
since

5 11:0)-811.0).+10.7). 10,)).)

1 . . ) .
75 (17,0, ®/,0), +10, /), ®10,/),)

ifj>2.

Let us extend the space #%: let #5 = C? @ C*. We will
still use {]0),,|1),} and {|0),,|1).} as the bases for the space
C?: each element of the basis marks the sender’s bit. Take
new vectors {|0z),|1z), |0x),|1x)} as the basis for the space
C*. Each vector marks the bit and the basis (in C?), which
is used by the sender. An equivalent entanglement-based
representation of the protocol can be constructed using the

states

p=pexp ()@@ + Y > pyexp (—u)|ub)(ub|

ue{0,1} be{z, x}

- HJ by b
® <|Vac> (vac| + ,:Zz I |¢ju><¢ju|)

(18)

and the observable I1, where I1,, = pp|u),(u| + |ub){ub|. The
projection onto the single-photon component (see (7))
followed by the normalization to unity turns the state p into
the projector on |®@). Then, only the second term in expression
I1,, remains relevant, so this reproduces the previous
observable. In state (18), entanglement takes place only in
the single-photon component. There is no need to build a
state in which entanglement is also contained in multiphoton
pulses, since multiphoton pulses are considered insecure in
any case, and there is no need to make them secure.

Thus, a combination of theorem, which reduces the
estimation of adversary’s ignorance in terms of the von
Neumann entropy to the estimation of the corresponding
entropy for states with single-photon pulses, and the estimate
of the latter in Ref. [17] allows using the entropy accumula-

tion technique for the BB84 protocol with the source of
coherent states concluding that the Devetak—Winter formula
gives the maximally achievable key rate without assumptions
about the class of adversary attacks.

7. Decoy state method

As follows from Eqn (13), the problem of obtaining
achievable key rates (10) in the case of arbitrary collective
attacks in the space % (C?) splits into two subproblems: the
estimation of the factor Q;?/Q%, i.e., the fraction of the
position in the sifted key obtained from the single-photon
pulses, and the estimation of the adversary’s ignorance
H(K|E)(1) about a single bit of this part of the key.

The expression for H(A[E),, is well known [12, 13, 17]
and has the form

H(AIE) ) = 1 = hlef') (19)
where e is the probability of bit error in the single-photon
states conditioned on the use of the x basis by both parties.
Therefore, the expression for the maximally achievable key
rate takes the form

or
QSZ

Remark 2. Keep in mind that, in the described variant of
the BB84 protocol, the basis x is rarely used. But the
probability e is estimated only for those few positions in
which both sides have chosen the x basis. Using Eqn (20), let
us comment on the threshold error rate at which key
distribution is possible, i.e., R > 0. For simplicity, we assume
that all the states are single photon, i.e., O} = Q*. If the
error rate does not depend on the basis, i.e., ef = E¥ =,
then the key distribution is possible if 1 — 2Ah(e) > 0, i.e., if
e < eqit ~ 0.11. However, in a theoretically possible situation
of various ei and E¥, the statement on the critical error
rate of 11%, generally speaking, is not true anymore. For
example, if £% = 0, then the critical error rate for e increases
to 50%. By analogy, if ¢{ = 0, then the critical error rate for
E* increases to 50% as well.

The decoy state method allows estimating the factor
077/0%, as well as the value of e, in an efficient manner.
The general idea is that, in some positions randomly selected
and not known in advance, the sender transmits not the
signal pulses (i.e., used to form a key) with an intensity u
(see Eqn (5)), but decoy pulses with lower intensities. The
positions in which the decoy pulses are used do not
participate in the key formation. After the end of the
transfer of quantum states, at the stage of announcements,
the sender announces the intensities used in each message.
Based on this information, the legitimate parties calculate
the statistics for each intensity and then compare the results
for states of different intensities. Informally speaking, the
idea of the method is that the adversary measuring the
number of photons does not know the intensity of a given
pulse. Therefore, the adversary does not have the ability to
deal differently with the signal and decoy states with the
same number of photons (which, on the contrary, the
adversary is supposed to know). If the adversary blocks all
single-photon components, they block almost all low-
intensity decoy states that would be noticeable on the
receiver side. Formally, this leads to a zero key rate, which
corresponds to the detection of eavesdropping.

R =

[1— h(e})] — h(E¥). (20)
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The most common decoy state method, which we will
describe, is based on one signal and two decoy states. We use
notations that are similar to the ones from Refs [29, 32]. We
also assume that the efficiencies and dark count probabilities
of the detectors are the same. In the opposite case, Eqn (19)
should be corrected (see Ref. [20], in which an adaptation of
the decoy state method for the case of detection-efficiency
mismatch is discussed in detail). If the efficiencies and dark
count probabilities are identical, index z of the values O }* and
Q% can be removed: detection probabilities do not depend on
the basis.

Let Y; be the probability that one of the detectors on the
receiving side clicks provided that, on the sender’s side, the
transmitted state contained i photons. This probability does
not depend on the intensity of the pulse (it depends only on
the number of photons in it, i.e., i), but it can depend both on
the attenuation in the channel and on the actions of the
adversary, which can block some of the states or, on the
contrary, send them to the receiving side without attenuation.
Note that Y is nonzero and is equal to the probability of the
dark count in at least one of the detectors.

Q/ is the probability that the transmitted state contains
i photons, and one of the detectors on the receiving side
clicks provided that the sender used a type v € {s,d;, d, } state
(signal or one of two decoys). Let us denote the intensity of
the signal pulse u, = p. The intensities of decoy pulses are
Id, = V1, U4, = V2, and we require that

0<vm<v, vi+wm<u. (21)
Since the probability that the pulse contains exactly i

photons (under the condition of pulse intensity u), equal to
exp (—p) u'/i!, then

wh
v)

07 = exp (—11) &2 Vi,

(22)
The probability of a click in at least one of the detectors on the
receiving side provided that the pulse is a v type is

> i

=3 0r=Y e (u) v, 23)
i=0 i=0 !

Quantities Q" become known to the legitimate parties at
the stage of announcements (more precisely, their estimates,
but in the limit of an infinite number of messages, they
coincide with the true values). They can be used to estimate
the unknown quantity Y; and, consequently, quantity Q; that
appears in Eqn (13).

First, from the chain of inequalities

led2 exp vy — szd‘ exp vy
Yi
(Vl—V2 0—V1V2 E —V2 —|<

we obtain the lower bound for Yj:

(24)

d, d
v €X —V €X
- 220 0 )

Vi —W

This inequality gives an estimate of the probability of dark
counts in at least one of the detectors of the receiving side,
which is supposed to be unknown to legitimate users in
advance and may be controlled by the adversary.

The estimate for Y| comes from the chain of inequalities

i i !
(vi—vn)Y1 + 22 (vi=v2) o7
Zx wy
' l
i—

(Q%expu— Yo — Yip)

O0%expvi— 0% expvy =

<(V1—V2 Y1+

2 2
Vi —V
= - +-152

2
<O -V + 52 (@ expu— Y- Vi) (29)

The first inequality of this chain uses conditions (21) as well as
the inequality a’ — b’ < a®> —b>forO0 < a+b < landi> 2.
Hence,

u
2_ .2

Y > Yr=
U un =) — (vE—3)

x [QU expvi—Q® (Qexpu— Yy)
(26)
0} = 0" = pexp (—p) Y. (27)

Then, we denote by ¢;° the probability of bit error in the
i-photon state provided that both parties used the x basis. Let
us estimate the probability of ej* participating in Eqn (19).
This probability can include both imperfections of the devices
and eavesdropping. The error probability E*¥, provided that
the pulse is a v type and the x basis is used by both parties, is

0 i
vV YU X & _
E™Q —;ei Y, exp ().
Then, from the inequality
EY 0% expy,

+> et (v v =

i!

— Ed”de expvy = e (vi — )Y

ef(vi—v) Y1 = ef (v — vz)YlL

we obtain an upper bound on e;*:
Edl"‘Qdl exp vy — EdZ"Qdz exp v,
(v —v2) YT '

The substitution of the obtained estimates into Eqns (13)
and (19) yields the formula for the achievable secret key rate:

ei\‘ < ele —

(28)

1sL
In the absence of eavesdropping, the exact values of all
quantities that participate in the definition of the key rate take
the form (see Eqn (5)—(11) in Ref. [29])

— h(eV)] — h(E®). (29)

0° =pa+ 1 —exp [-quT(L)], (30)
Yl :Pd+’7T(L)> (31)

0} = [pa +nT(L)|pexp (—p), (32)

E* :% : (33)
x__ Pd

e = 2Y,’ (34)
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Figure. (Color online.) Secret key rate depending on the communication
channel length. Solid blue line: calculation for a photon-number splitting
attack with a coherent attack on one-photon states by Eqn (20). Dashed
purple line: calculation for the same attack using Eqn (29). In this formula,
instead of, generally speaking, unknown values of Qf' and ey, their lower
and upper estimations are used, respectively (formulas (27) and (28) with
formulas (30) and (33) for values of the observed statistics of registrations).
Dashed green line: calculation for a beam splitting attack (Eqn (37) with
t =nT(L)). Dashed orange line: calculation for a beam splitting attack in
which the adversary does not change the efficiency of detectors on the
receiver side (Eqn (37) with 1 = T(L)). Parameters: intensities of signal
and decoy states are £ = 0.5, v; = 0.01, v, = 0.001, dark count probability
is pg = 1079, quantum efficiency of each single-photon detectorisy = 0.1,
specific loss factor in the communication channel is § = 0.2 dB km™!

where pq is the probability of a dark count of at least one of
the detectors, T(L) = 10 °L/19 is the transmission coefficient
in a channel of length L, ¢ is the specific loss factor, and 7 is
the quantum efficiency of each single-photon detector. We
assume that errors occur only due to dark counts, and the
optical part is perfectly tuned.

It is possible to consider the dependence of the key length
on the length of the communication line with realistic
parameters on the receiving side: the intensity of the signal
and decoy states u = 0.5, v; = 0.01, v, = 0.001, pg = 107,
7 =0.1,6 = 0.2dBkm™". In the figure, the plot of R, which is
calculated using Eqns (20) and (29), as a function of the
communication channel length is presented. In both cases,
the observed statistics of Q#, Q'', 9", E*, E"', and E™ are
calculated using Eqns (30) and (33), i.e., for the case of the
absence of eavesdropping.

In Ref. [29] it is shown that at v;,v, — 0, and without
eavesdropping (or when the eavesdropping does not change
the registration statistics), the estimates Q{"" and e become
exact, i.e., they tend to the values of Ql“ and ey, which are
defined by formulas (32) and (34). Then, in the asymptotic
case, the key rate is defined by Eqn (20), where Q#, 0{', and ¢
are defined by formulae (30)—(34).

Remark 3. It is important to note that estimates (26)—
(28) do not rely on knowledge of the transmission coefficient
of the channel 7(L), dark count probability pq, detector
efficiencies #, or other parameters of the optical and detec-
tion system of the receiving side. In the derivation of these
estimates, it is not assumed that these coefficients are the same
for all pulses. Thus, in fact, the decoy state method provides
security even when the adversary can change these para-
meters. This is explained in detail, for example, in Ref. [20].
Thus, we assume that the adversary can reduce natural
losses and natural errors in the communication channel and

even in the detectors up to creating a communication line
and detectors without losses and errors. This gives the
adversary certain freedom in creating the desired statistics
of registration of states with different intensities on the
receiving side.

8. Beam splitting attack

As was noted in Section 5, at the practical level of losses in the
channel, estimates (12) and, therefore, (20) become exact
when the adversary performs a photon-number splitting
attack. However, this attack has not yet been implemented
in practice. Let us compare this attack with the simpler beam
splitting attack, which is also often considered in quantum
cryptography [18, 57-59].

A simple version of the attack consists of the fact that the
adversary, with the use of a beam splitter, takes away the part
of the signal (a coherent state) that is absorbed in the channel
as a result of natural losses. The adversary transmits the rest
of the signal to the receiver via an ideal channel, i.c., a lossless
channel. As a result, this attack does not change the statistics
of the receiver state registrations in comparison with the
natural conditions (in the absence of an adversary).

From the formal point of view, the attack is described by
the isometry Vpg: #(C?) — F(C?) @ #(C?), for the deter-
mination of which it is enough to specify its action on all
possible coherent states (5):

VBs|oc,u>b:‘\/;oz,u>b®‘vl—toc,u>b, (35)
where ¢ and 1 — ¢ are transmittance and refractive indices,
respectively. The first space in the tensor product of Vpgg
output is interpreted as the receiver’s space, while the second
is the adversary’s space. The composition of the map

P Vis Vs (36)
describing the eavesdropping, with a map describing the
measurement on the receiver side gives channel Y, (see
Section 5), which corresponds to this attack. In any case,
since, after map (36), the state of the adversary does not
undergo changes anymore, map (36) is enough to determine
the state pzp and, therefore, define entropy H(A[E) in
Eqn (10):

1
EE Z’l| ®TrB(VBSp;mVBS)
u=0

— ( Z“‘

u=0
1
® [|vac (vac| +Z -E \l//,‘,t E( /;t,::|
exp (—g) 1
- f I5 ® |vac)(vac| + 2R Z |u) &

u=0
oo ]
Hg z z
® Z J_l |WfﬂE>E<wfl’E‘ ’

J=1

where ug = (1 — t)u, u € {0, 1}. We see that the adversary has
zero information about the key bit (accordingly, the ignor-
ance is equal to one) if the vacuum component is actualized
(with probability exp (—ug)). Otherwise, the adversary has
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complete information about the key bit. Since state (35) has
the form of a tensor product, the realization of the adversary’s
vacuum component does not depend on the photon registra-
tion event on the receiver’s side. Therefore, the probability of
the vacuum component being conditioned on a click of a
receiver’s detector is equal to the unconditional probability of
this event. Therefore, H(A|E) = exp [—(1 — £)u] and

Rps = exp [—(1 — 1)u] — h(E¥).

In the absence of eavesdropping, the actual transmission
coefficient of the entire optical system (communication line
and detectors) is nT(L). If we assume that the portion of the
signal absorbed in the channel and on the detectors goes
entirely to the adversary, then 7 = #yT(L) should be set. This is
usually explained as follows: we assume that the adversary
can replace the communication line and detectors with ideal
ones (i.e., without losses) and, due to this, take away a share of
the signal 1 — nT(L) reproducing the natural level of losses. If
we assume that the adversary can replace the communication
line with an ideal one, but has no power over the efficiency of
the detectors #, then we can put ¢ = T(L), which reduces
the adversary’s information about the key and allows the
legitimate parties to generate the key at a higher rate, under
this assumption about the adversary.

In review [18], the feasibility of the assumption about the
ability of the adversary to replace the channel with a noiseless
one is discussed. It is noted that all existing solutions have
fundamental limitations on the minimal loss factor. There are
hypothetical solutions that are theoretically capable of
providing a lossless channel, but this review concludes that
they are unrealistic in any foreseeable future. However,
quantum cryptography often assumes unrealistically large
adversary capabilities in order to fundamentally resolve the
issue of secure key distribution. So, for example, even if the
adversary cannot create a lossless communication line, they
can create a communication line with a lower level of losses. It
can also affect the efficiency of detectors within certain limits.
In order not to discuss the issues of what these limits may be,
one can make the weakest assumption about the complete
control of the adversary over the transmission coefficient of
the line and the effectiveness of the detectors. But, let us recall,
here we are considering the case of identical detector
efficiencies, i.e., we are assuming that the adversary can only
change the efficiency of all detectors by the same amount.

Plots of Rgs for t = nT(L) and ¢ = T(L) are presented in
the figure. By comparing them with the calculated achievable
rates (20) and (29), one can conclude that Rgg is higher for the
calculated achievable rates. This was expected, since a beam
splitting attack is a particular type of attack, while formulas
(20) and (29) are derived for the general case. In view of the
importance of the beam splitting attack, in the next section,
we consider why the beam splitting attack is less effective than
the photon-number splitting attack.

By comparing plots Rgs for t = yT(L) and t = T(L), we
see that, if the length is small, so that the main contribution to
the losses comes from the detectors, then the possibility of the
adversary diverting a larger portion of the signal by increasing
the efficiency of the detectors greatly reduces the achievable
key rate and brings it closer to the achievable key rate for
the photon-number splitting attack. At communication line
lengths from 50 km, the main contribution to the losses is
no longer from the detectors but from the communication
channel; therefore, the curves for these two cases approach
each other and practically coincide at lengths from 120 km.

(37)

Note that, in recent studies [60—63], generalizations of
the beam splitting attack for the B92, COW (Coherent One
Way), and DPS (Differential Phase Shift) protocols are
considered. In these generalizations, the adversary can
change the intensity of states, and their further actions
depend on whether they have managed to extract information
from the part of the state diverted by the beam splitter.

9. Comparison of photon-number splitting
and beam splitting attacks

Beam splitting and photon-number splitting attacks are very
important in quantum cryptography, so, in this section, we
explain why the first attack is less effective than the second
one. To do this, we first prove the inequality

R < Rgg, (38)

where R is calculated using formula (20) and Rgs is calculated
using formula (37) for t =»T(L) (i.e., with the weakest
assumption about the adversary). If we replace inequality
(38) with the nonstrict one, then it follows directly from
formula (20), because formula (20) is derived for a general
attack. Let us prove a strict inequality, i.e., that the beam
splitting attack is always suboptimal. We also recall that the
photon-number splitting attack is optimal, i.e., key rate (20) is
maximally achievable.

Let us prove (38) for the case u < 1. The case u > 1 can
also be considered, but in practice, u < 1, so, for simplicity,
we restrict ourselves to considering only this case. We also
assume that the quantity n7(L) is strictly positive (otherwise,
not only the key distribution, but also any communication is
impossible). Recall also that nT(L) < 1.

Since the term /1( E%) in both formulas (20) and (29) is the
same, the proof of (38) is reduced to the proof of the
inequality

Q_lﬂ[l

on —h(e)] <exp [—(1 = 1)n].

Let us prove a stricter inequality,

u
% <exp [—(1 —)u].

Using (30)—(32), for the left-hand side, we have

Of _ mexp(—p)(pa+1)
0" pa+1—exp(—ut)’

Let us consider the fraction
pdt+t
pa+1—exp(—ut)’

(42)

In view of the inequality 1 —exp (—x) < x for x > 0 and,
therefore, 1 — exp (—ut) < ut < t, one can conclude that the
fraction decreases with increasing pq, so that

jexp (~)(pa+1) _ ptexp(—p) )
pa+1—exp(—pt) = 1—exp(—ui)
Thus, it is necessary to prove the inequality
ptexp (—p)
—_ —u(l — 44
1 _ eXp (_‘u[) < exp [ H( t)] ’ ( )
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or

t
a <1.

exp (ut) — 1 43

This inequality obviously follows from expx — 1 > x for
x > 0. Inequality (40) and, therefore, inequality (38) have
been proved.

Let us analyze the reasons why inequality (38) is strict, so
that the beam splitting attack is not optimal. First, in the
proof of (38), we have used the inequality /i(ey’) > 0 for
e;* > 0. This means that the beam splitting attack does not
attack single-photon transmissions at the cost of introducing
noise, in contrast to the photon-number splitting attack. This
is the first reason why the beam splitting attack is nonoptimal.

Second, inequality (40) arises from the following effect.
Since the sent state is a mixture of Fock states, we can think
about a certain number of photons in a pulse, even if this
observable is not actually measured by anyone. One can
imagine another participant who, before the actions of the
adversary, measures the number of photons in the pulse
(without changing the state) and then observes the adver-
sary’s actions with the knowledge of the number of photons.
They then observe that, in the case of the photon-number
splitting attack, the adversary recognizes the information
encoded in multiphoton pulses with certainty, while in the
case of the beam splitting attack, with a certain probability,
they can transmit all photons to the receiver without leaving a
single photon for themselves or, conversely, they take all the
photons for themselves without passing a single one to the
receiver. The last alternative leads to the no registration event
(unless a dark count occurs) on the receiver’s side, so this
position is not included in the sifted key. In this case, the
fraction of multiphoton (insecure) states in the sifted key
decreases. In contrast, in the photon-number splitting attack,
only the single-photon transmissions are blocked. Probabil-
istic processing of multiphoton pulses in the beam splitting
attack, instead of optimal deterministic processing in the
photon-number splitting attack, is the reason for inequality
(40). Moreover, if, after measuring the number of photons,
the adversary performs a probabilistic processing of the
multiphoton pulses, then they can reproduce (simulate) the
beam splitting attack.

In Ref. [37], it is noted that, in the beam splitting attack,
the adversary takes away almost all quantum states. How-
ever, only those positions in which the receiver also registers a
photon participate in the key generation. Therefore, the
withdrawal of the adversary of almost all quantum states
leads to losses but does not necessarily lead to a large amount
of knowledge of the adversary about the sifted key.

From the figure (see Section 7), we see that, at the
considered parameters and the length of the communication
line up to approximately 140 km, the possibilities of these two
attacks practically coincide: the achievable secret key rate for
the case of the beam splitting attack is only slightly higher
than the achievable secret key rate for the case of the
photon-number splitting attack. At communication chan-
nel lengths over 140 km, the advantages of the photon
number splitting attack become significant, and the curves
diverge. Over a length of approximately 200 km, the
achievable rate in the case of the photon-number splitting
attack drops to zero, while the secret key can still be generated
in the case of the beam splitting attack.

From the above reasoning, it is possible once again (see
the end of Section 5) to easily deduce the optimality of the

photon-number splitting attack. If it is possible to measure
the number of photons without spoiling the state, it is optimal
to do this. Next, one should take actions that are optimal for a
given known number of photons. Obviously, if the state is
multiphoton, then it is optimal to remove one photon from
it (more is possible, but one photon also gives complete
information about the key bit). If the transmission is single
photon, it is optimal to carry out the optimal attack for the
single-photon pulses at the cost of introducing noise. Since
the transmitted state is a mixture of Fock states and any
quantum transformation is linear, any possible attack can be
simulated by measuring the number of photons and applying
one probabilistic treatment of a pulse or another, depending
on the number of photons in it. In fact, the theorem (see
Section 5) is a formalization of these discussions.

In concluding this section, let us mention the unambig-
uous state discrimination attack (USD attack). For the BB84
protocol, it is discussed in Ref. [58]. It is emphasized that, in
the case of coherent states, with a randomized phase, the
photon-number splitting attack (without attacking the single-
photon pulses) is an optimal discrimination of states with an
unambiguous outcome.

10. Polarization and phase encoding

Some researchers cast doubts on the applicability of the decoy
state method in the case of the widely used phase encoding
instead of polarization encoding [40]. To eliminate these
doubts, in this section, we show that these two encoding
methods are completely equivalent; therefore, the decoy state
method is applicable to phase encoding in the same way as to
the polarization one.

Note that the previous discussion did not rely on what
kind of encoding is used, although we have referred to the
polarization encoding, for example.

In the pOldrlZdthl’l encoding, creation operators ajo, aZT],
aio, and a ¢ in Eqns (2)—(4) can be, for example, photon
creation operators with horizontal, vertical, dlagonal and
antidiagonal polarizations: agl, a\T,, a]g, and a A Tespectively.
The transmitted states can then be rewritten in the form

o, 1), =

(46)
12,0, = [2).010)21 = o0} = E>H ﬁ>
1)y = 0} ol) = O)pl)n ]f> fﬁ>

where ) = exp (—1/2) %, (a// V7T j) and | /). = 0, 1,...
are a coherent state and a state with a definite number of
photons in the corresponding mode, respectively, « € C,
2
o= o
However, in the phase encoding, the employed states have
the following form [18, 40]:

« €Xp (iq)b)a>
1

(_1) \/5

(47)

Al

where u € {0,1} is the coding bit, b € {z,x} is the basis,
¢. =0, ¢, =m/2,and modes 1 and 2 correspond to two time
windows. That is, each signal consists of two phase-matched
pulses. The phase in each pair of pulses is randomly selected,
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i.e., the adversary and the receiver ‘observe’ a state of the form

o[ (e b+ ony/5 ) lewion /4 ) )
< ( (ewion /3] (ool +o)y/5]). @

The interference scheme on the receiver side is designed in
such a way that only the phase difference in the two windows
matters.

Let us show that the states of polarization encoding can be
represented in a form equivalent to expression (47). Consider
creation operators of photons with right and left circular
polarizations:

aézaglfiaj,’
V2 (49)
i antiay
. V2
Then, states (46) can be written in the from
o o
0,0), = |— — ),
2,0): \/§>R \/§>L
o, 1), = 1i> —ii>
IR Rl V2L (50)
(I +1)a 1 —i)a
0y, = | L322 [ Q202
R L
1 —1)a I +1i)a
), =[50 [0
R L

The first state coincides with state (47) for u =0 and b = z,
the second state coincides with the corresponding state (47)
when both phases are shifted by n/2 (i.e., with o replaced by
exp (in/2)a)), the third state is when phases are shifted by n/4,
and, finally, the fourth state is when phases are shifted by
—mn/4. In view of the phase randomization (6) and (48), these
phase shifts play no role. Application of the inverse phase
shifts in expressions (47) and the inverse transformation with
respect to transformation (49) (with a different label for the
modes, since they now do not correspond to the polariza-
tions) gives states (6).

Thus, polarization and phase encoding are completely
mathematically equivalent: they correspond to different mode
expansions of the same states. That is why we can conclude
that the theorem (see Section 5) and estimates (27) and (28) do
not depend on the type of encoding: states of both polariza-
tion and phase encoding can be expressed in form (6).

This is confirmed by the results from Ref. [40], where
for the case of phase coding, the same decoy state method
estimates are obtained as for the polarization coding. But it
should be noted that an equivalence takes place when the fotal
pulse intensity in two windows in Eqn (47) coincides with the
pulse intensity for polarization coding (46) u = |oc|2. The pulse
intensity in each window should be, respectively, two times
less. Taking into account this remark, the estimates derived in
Ref. [40] completely coincide with the well-known estimates
derived in Ref. [29].

It is important that transformation (49) preserve the
photon number:

ai,aH + a\T,aV = ag)aD + alaA = aﬂ;aR + azaL .

This means that estimates related to the number of single-
photon pulses and the corresponding errors obtained for one
mode expansion are also valid for the other expansion of the
same state.

Using the described transformations, it is possible, for
example, to reformulate the photon-number splitting attack,
which was originally formulated for polarization encoding,
for phase encoding. Of course, the mathematical equivalence
of the two coding methods does not imply the same technol-
ogical complexity of the photon-number splitting attack in
these two cases. However, when calculating the key length, we
are not interested in the technological complexity of certain
adversary operations, since we assume that the adversary can
carry out any transformations allowed by the mathematical
apparatus.

11. Conclusion

In this paper, we have presented the decoy state method in
quantum cryptography, focusing on issues that are usually
not covered in the literature. The first one is a formal proof
that the security of the protocol with a phase-randomized
coherent state source is reduced to the security of the
corresponding single-photon source protocol. This proof
strongly justifies the security of the decoy state protocol
against all kinds of attacks, not just the photon-number
splitting attack.

The emphasis on the photon-number splitting attack in
the literature is related to the fact that this attack is optimal.
However, the security proof of the decoy state method does
not rely on this fact. Notably, we have compared the photon-
number splitting attack with the beam splitting attack and
both analytically and numerically demonstrated the lower
efficiency of the latter.

Another issue considered in the paper is the equivalence
of polarization and phase encoding from the viewpoint of the
security of quantum cryptography with decoy states. Despite
the fact that, technologically, these two methods of state
encoding and, therefore, attacks on the corresponding
implementations are significantly different, they are comple-
tely equivalent mathematically. In the security analysis, we
assume that the adversary can realize any transformations
that are allowed by the mathematical apparatus; therefore,
the argument of mathematical equivalence is sufficient to
justify the equal theoretical security of protocols using these
two types of encoding.

Thus, in numerous theoretical papers dealing with the
decoy state BB84 protocol, as well as in experimental
implementations of this protocol, including the implementa-
tion described in Ref. [35], the estimate of the secret key length
is justified and rigorously proven.

We also note that, in Ref. [33], a method of calculating
estimates for the decoy state method taking into account
statistical fluctuations is proposed. Also, in Ref. [20], a
generalization of the decoy state method estimates in the
case of detection-efficiency mismatch is presented.
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